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Trademarks
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Copyright protection

This operating and assembly manual, including the figures it contains, are copyright protected.
Third party usage of this operating and assembly manual in deviation from copyright regulations is
prohibited. The reproduction, translation or electronic and photographic archiving and amendment
of this manual shall require written approval by the manufacturer. Violations will result in claims for
damages.

Copyright © Johannes Hubner Fabrik elektrischer Maschinen GmbH

Writing styles
Cursive or bold texts indicate the title of a document, or are used for emphasis.

Courier-New font indicates text that is visible on the screen and software or software menu selec-
tions.




HUBNER JO-SPB-1

cressen Operating and configuration manual

Table of Contents

1 General iNTOrMAatiON.....oooo i 6
1.1 Information on the Operating and assembly manual ....................evvveiiiiiiiiiiiiiiii, 6
1.2 SCOPE OF AEIVEIY ...t 6
1.3 Explanation of SYMDOIS ...........oiiiiiiiici e 6
1.4 Warranty and lability.............uuoiiiiriiiiice e a e eaane 7
1.5 OrganisatioNal MEASUIES ........ciiieeeiiieeeiiii e e e ee e e ettt e e e e e e e e e ee it aa e e e eaaaseasstaaaaaeaaeeeennes 7
1.6 COPYIGNT PrOTECTION ... ettt snnnnnnnnnes 7
1.7 WWAITANLY PIOVISIONS ....eeteeeieeeeieeeeetseeeseeeeseseeeseeee s ssnnnnnnnnnnes 7
R I O U (0] 4 1T aEST=T [o PP 7

2 Basic safety iNfOrmMation .........ouuiiii e a e e e aaaee 8
2.1 Responsibility Of the OPEratOr. ...........uuuuuiiiiiiiiiiiiii e 8
2.2 Selecting and qualifying personnel; basic obligations ...............cccccueiiiiiiiiiiiiiiiiiiinnnn, 8
PG T e (0] o1 U L TP PSSR PPPPTTR 8
A 1 4T o 0] o 1= 1 L= P 9
2.5 Safety iINfOrmMation...........ouiii i e e 9

3 ASSEIMDIY i 10
3.1 SAFELY INSIIUCTIONS .....tuiiiiiiiiiiiiiiteitit b 10
T T ] o U] 1= PSR 10
IR T oo 1= o 1o o 10
3.4 Replacing function MOAUIES ............ouuiiii i e e 11

4 Technical data and fUNCLIONS .....cooviiiiiiiiii e e e e 12
A1 TYPE PlALE .o 12
4.2 TYPE UESIGNALION ... 12
4.3 ElECHICAl LA ....cce oo 12

4.3.1 PROFIBUS transmission technology, cable specification.............ccccccccvvvvvennnn... 13
T 3 T2 = U 1S3 (=] 1 0 011 = o ) o 14
4.4 Operating statuses and diSPIAYS ......ccoooeeeeeeee e 15
4.4.1 Module status indicator (LEDL) ........ccoovviiiiiiiiiiiiiiiiiiiiiieeeee 15
4.4.2 Bus status indicator (LED2)...........ooouuiiiiiie e 15

5 PROFIBUS / PROFIsafe — COMMISSIONING ......cccoiiiiiiiiiiiiieecieeeiiiee et e e eenens 16

5.1 PROFIBUS ..o et e e e et e e e e et e et e e et e e aaeeeeas 16
5.1.1  DP communication ProtOCOI ..........cooiiiiiiiiee i 16
5.1.2 Device master data file (DMD) ......coooeiiiiiiiiii 17
5.1.3 PNO ID NUMDET ... 17

5.2 PROFISA ... uuuuuuiiiiiiitiiiiiiiii s s nnnnnnnnnes 18

5.3 SPB <> PROFIBUS / PROFIsafe communication ............ccoceevvvvvviiiiiiiiseeeeeeeeiiiinnn, 19

5.4 PROFIBUS SEAM-UP ..oeeeiitiiiieeeeteieti ettt e e e e e e e et e e e e e e eeenea s 20

LRI O] oo 15> 1o o USSR 21
5.5.1 Safety-related data, JHG-PROFIsafe module .................ooooiiiiiiiiiiiiin, 21
5.5.2 Register structure of safety-related data................cccoeeeiin 22
5.5.3 Process data, JHG-PROFIBUS MOQUIE .......vieeieieee et e e e 28
5.5.4 Register structure of Process data............coooveeiiiiiiiiii 28

Lo I = =T 11T (=T 7= 11T 30




UO-SPB-1

HUBNER : . :
Operating and configuration manual
5.6.1 F-Parameter (F_Par) ..ottt e e 30
5.6.2 IPArameter (F_IPAr) ......ooiio oot e e 33
6 Determining the parameters / CRC calculation .........ccccoooviiiiiiiiiiiii e 34
L | =10 0 T=] (T R 34
6.1.1 CRC calculation via the IParameter............ccooeeeiiiiiiiiiiiie e 35
6.2 F-ParaIMELEY ..o et et e e e 36
6.2.1 Non-adjustable F-Parameters ... 36
6.2.2 Adjustable F-Parameters ... 36
7 Create security program - Example configuration ...........cccccovviiiiii i 37
7.1 REQUITEIMEINTS ....uiiiiiiiiiiiiiiiiiieeeeeee s nnnes 37
7.2 Hardware CONFIQUIATION .........uuuuuuiiiiiiiiiiiiiteiie e nnnnnnnne 39
7.2.1 Set the hardware configuration Properties.........ccoooeeeeeeeeeeeeeee e 43
RS T o= 1710411 (=T (ST 11T T 47
7.3.1  Setting the IParameterS.......cooo oo 47
7.3.2 Setting the F-parameters ... 48
7.4 Setting the MiSSiNg (F) MOAUIES.............uuuuiiiiiiiiiiiiiiiii e 49
741 Program SITUCTUIE ..o 49
T.4.2 F rUNLIME GrOUP.....oiiiiiiiiiii e e e et s e e e e ettt e s e e e e e e e e e et e e e e eeeeeeesttaaaaaeeeaeeennnes 49
7.4.3 Generating object Modules (OBS) ....ccooeiiiiiieeeee e 50
7.4.4 Generating the functions (F-FCS) ......cooiiiiiiiiie e 51
7.4.5 Programming the F-MOdUIES..........ccooi oo 52
7.5 Generating the SECUILY PrOgIraM .. ....uu.ii i e e ee e s e e e e et e e e e e e eeaeaaans 54
7.6 LOAd SECUNLY PrOGIAIM ..uuuuii e e eeeeeetiee e e e e e e et e e e e e e e e e e e et e e e e e e e eeeasta e e eeaeeeeenseannnns 55
7.7 TESt SECUNLY PrOGIAIM .ovviiii i e e et e et e e e e e e e et e e e e e e e e e e ettt e e e eeeeeesasta e eeeaeeeeessrnnnnns 55
8 Access to the safety-related data channel.............coeoiiiiiiiici e 55
8.1 Output of passivated data (substitute values) in case of an error..............cceceevvvvnnnnn. 55
8.2 F-PEIPNEIY DBS... . i 56
8.2.1 SPB F-periphery DB “DB1638” - Overview of variables..............cccccceeeeeieeennnnn. 57
8.3 Access to variables of the F-periphery DBS .......ccooiiiiiiiiiiiiiiiei e, 59
8.4 SPB - Passivation and operator acknowledgement.................uuuuueiiieiiimiiiiiiiiiiiiinenanns 60
8.4.1 After starting up the F SyStem ... 60
8.4.2 After CommuNICatiON EITOIS ....ccoeeiieee e 60
9 PreSet fFUNCLION ..ottt 60
S T o 0 o= 0 U = 61
10 Troubleshooting and diagnOSTiCS .....cooviiiiiiiiee e 62
L0.1 VISUAI TISPIAYS ...ttt 62
10.2 Using PROFIBUS diagnOSLICS.......cceeeiiiiiiie e e e e e e e e e eeeeees 63
10.2.1 Standard didgnNOSICS.........ccoiiiiiiiiiii 64
10.2.2 Extended diagnOSLICS ........cooiiiiiiiiiiiiee e 66
L1 FUNCHONAl SAFETY .o 67
11.1 SAFELY PATAIMELELS .....eeeiiiiiieeeeieeeieeeeeeeeeeeeeeeeee ettt e s et ettt es ettt bbbt 67
11.2 Information on functional SAfEtY ..........uoi i 67
L IS T= 1 (= K] = (PSR 67
11.2.2 Required SECUIitYy reVIEWS / MEASUIES......uuuiiieeeeeeeeetiiies e e e eeeeeeaaeiaaa e e e eaaeeeeneeanns 68




UO-SPB-1

HUBNER : : :
ciessen Operating and configuration manual

D N o o] =TT 0] 1= 68
12.1 REPIACEMENT PAITS ... . eeeeieieieeeeieeeeeeeeeeeeeeeee e s b see s ss e ssseesssssssesnnnnnnnnes 68

13 Transportation, packaging and StOrage........cceeiieeeiiiiiiiiiiii e 69
13.1 Transportation safety iINformation............c.ooooiiiiiiiiiii e 69
13.2 Incoming gOOdS CONIOIING ....vvvvreiiiiiiiiiiiieetiieeeee et neennnennnne 69
13.3 Packaging (AISPOSAI). ... . .uueeeeeieeeeiieieieieieieetieet ettt 69
13.4 Storing PACKAJES (AEVICES) ... .uuurerureieeiiiririiiieeeeeeeeeieeeeeeeseesessee s enesseenessensennnnnnnne 69
13.5 Returning equipment (repair/goodwill/Warranty) ..............ooeuuiiiiiieeerieeiiiicie e eeeeeeennns 69
RS G 11 o Lo 1Y | SRR 69

B o T o] U1 1=T o} €3PS UP PP 70
14.1 DIMENSIONAI AFAWING. ....eeteieieitiieeieieieeeeeeeeeee e seessee e sssesbeabesessenesnnnnnnnnes 70
T e To o 1= To ] =1 1 4 OO T TP TP PP PP T PP TPRTRPPPPTRPRRTN 71




HUBNER o UO-SPBAL
Operating and configuration manual

1 General information

1.1 Information on the Operating and assembly manual

This operating and assembly manual provides important information for using the UO-SPB-1
electronic function module. It must be read carefully before beginning any work and observed.

The UO-SPB-1 electronic function module is referred to in the following documentation as the
SPB.

Furthermore, the local accident prevention regulations and general safety regulations applicable
for the area where the device will be used must be observed.

1.2 Scope of delivery

The scope of delivery for the function module includes the declaration of conformity and the op-
erating and configuration manual and the software & support CD.

1.3 Explanation of symbols

Warning information is designated using symbols. Information is proceeded by signal words
which express the extent of the danger involved. Always comply with these notices, and use
caution to avoid accidents, personal injury and property damage.

WARNING!

Indicates a potentially hazardous situation that could lead to death or severe in-
jury if it is not avoided.

2 CAUTION!

Indicates a potentially hazardous situation that could lead to minor or slight inju-
ries if it is not avoided.

CAUTION!

Indicates a potentially hazardous situation that could lead to property damage if it
is not avoided.

O NOTE!

1 Emphasises useful tips and recommendations, and provides information useful
for efficient, smooth operation.
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1.4

Warranty and liability

Only the “General Terms and Conditions” of Johannes Hibner Fabrik elektrischer Maschinen
GmbH apply. These will be provided to the operator at the latest when the order is confirmed or
when the contract is concluded. All warranty and liability claims for personal injury and property
damage are excluded, and the operator's operating permit will be null and void if one or more of
the following apply:

1.5

1.6

Failure to observe the operating and assembly manual.

Improper use of the function module.

Improper assembly, installation, commissioning and programming of the function module.
Operating the function module despite technical defects.

Independently carrying out mechanical or electrical modifications to function modules.
Independently carrying out repairs.

Catastrophes due to external interference or force majeure.

Use of non-qualified personnel.

Opening the function module.

Organisational measures

The operating and assembly manual must always be stored easily within reach in the area
where the function module is used.

In addition to the operating and assembly manual, general statutory and other binding
regulations on accident prevention and environmental protection must be observed.
Operators must be trained on these regulations.

Applicable national, local, and system-specific provisions and requirements must be
observed.

The operator is obligated to inform personnel of special operating considerations and
requirements.

The type plate and any prohibitions or notice signs adhered to the function modules must
always be legible.

Repairs may only be carried out by the manufacturer, or by an agency or individual
authorised by the manufacturer.

Copyright protection

il

NOTE!

Content information, texts, drawings, images, and other illustrations are copyright
protected and subject to industrial property rights. Copying of any kind not asso-
ciated with use of the function module is prohibited without a written declaration
from the manufacturer. Violations will result in claims for damages.

1.7

Warranty provisions

Warranty provisions are outlined in the manufacturer's General Delivery Conditions.

1.8

Customer service

Contact persons are available by phone, fax, or e-mail for technical questions. See the manu-
facturer’s address on page 2.
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2

Basic safety information

A This section provides an overview of all significant safety aspects necessary to

CAUTION!

protect personnel and ensure safe, fault-free operation of the function module.
Failure to observe this information may result in significant danger.

2.1

Responsibility of the operator

The function modules are used in a commercial capacity. The operator of the function modules,
therefore, is subject to statutory occupational safety requirements and the safety, accident pre-
vention and environmental regulations applicable to the areas in which the function modules are
used.

2.2

2.3

Selecting and qualifying personnel; basic obligations

All work on function modules may be carried out only by qualified personnel. Qualified per-
sonnel are personnel with the training, experience, and instruction, as well as expertise on
relevant standards, specifications, accident prevention regulations and operating circum-
stances necessary to carry out the required work, and who have been authorised to do so
by the persons responsible for the safety of the system. They are able to identify and avoid
potential hazards.

In addition, please see standards VDE 0105-100 and IEC 60364 for the definition of “quali-
fied personnel” (reference, e.g. Beuth Verlag GmbH, VDE-Verlag GmbH)

Responsibilities for assembly, installation, commissioning and operation must be clearly de-
fined. Personnel who are receiving instruction or training must be supervised.

Proper use

The SPB must be used in conjunction with the USL(H) 42 basic device and the UO-SCU.

The system manufacturer must review whether the properties of the function module fulfil the
safety requirements in its specific application. The system manufacturer is responsible for use of
the function module and for deciding whether to use the module. Function modules are de-
signed for unsupervised, continuous operation.

Proper use also includes:

observing all information in this operating and assembly manual,

observing type plates and any prohibition or information signs,

observing the operating manual of the machine or system manufacturer,
operating the function module within the limits stipulated in the technical data,
not engaging in improper use.
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2.4

Improper use

JAN

WARNING!

Danger of death, physical injury and property damage due to improper use of the
function module!
In particular, the following uses are prohibited:

¢ Use in environments with an explosive atmosphere,
¢ Use in environments with radioactive radiation,
o Use for medical purposes.

2.5

Safety information

JAN

WARNING! CAUTION!
Destruction, damage or impact to the function of the function module.

e Only complete wiring work and only connect or disconnect electrical
connections when the module is powered down.

e Review any potential hazards due to interactions with other systems and
devices currently installed in the surrounding area, or which are to be
installed. The user is responsible for taking relevant measures.

e The power supply must be secured with a fuse appropriate for the diameter of

the intake line.

Cables used must be suitable for the temperature range.

Defective function modules may not be operated.

Opening function modules is prohibited.

The type plates specify the technical properties of the function modules. If a

type plate is no longer legible, or if a type plate is missing entirely, the function

module may not be operated. Contact Hlbner service (see page 2).

e This module is not intended for use in residential areas and cannot provide
adequate protection for radio reception in such areas. The device is classified
in Group 1 and Class A according to EN 55011 and is intended for use in an
industrial environment only.

NOTE!
Disposal:

If the function module needs to be disposed after its service life, applicable na-
tional regulations must be observed.

UO-SPB1_ Manual-en_R6
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3 Assembly

3.1 Safety instructions

WARNING!
e |[nstallation and removal may only be carried out by qualified personnel.

e In general, the requirements and acceptance conditions of the overall system
must be taken into account for the installation.

e Equipotential bonding measures must be provided for the entire processing
chain of the system. Uninterrupted, low-resistance machine earthing must be
ensured across all parts of the system. Ensure that connections have good
electrical contact.

e When laying the cables, ensure that there are no tripping hazards.

Risk of death, serious injury and/or damage to property due to overriding of
the safety functions caused by an unsafe shaft drive!

c WARNING! CAUTION!
°

In general, the requirements and acceptance conditions of the entire system must
be taken into account for the attachment.

3.2 Basic rules

NOTE!

e The supply cable of the base unit must be laid at a sufficient distance from
power and high-voltage cables.

e Shield the power cables between the frequency inverter and motor in
accordance with the manufacturer's specifications.

e Generous mounting distances must be maintained to actuators/systems with
high energy density or electromagnetic emissions (e.g. contactors, relays,
inverters, motors, solenoid valves, brakes).

e Inductors (e.g. relays, contactors, solenoid valves, brakes) must be wired with
interference suppressors to minimize both conducted and airborne
interference.

e Further information on good installation practice can be found in the USL
installation instructions electronics.

—lo

3.3 Connection

NOTE!

e The DC power distribution for one or more USL systems should be designed

in a star configuration for function modules, base units, and cabling. Ensure

symmetrical wiring of the forward and return conductors as a twisted pair or

cable.

Shielded cables must be used for all power and signal lines that are routed

outside a cabinet. The cable shields must be connected to the machine

ground at both ends.

e Shield connection terminals must be used in the control cabinet to connect the
cable shields over a large area.

[—lo
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3.4 Replacing function modules

When replacing function modules, observe the following:

The new function module must have the same item no. (ID) as the old one.

When using a new measurement system, the operator must ensure that the PROFIBUS ad-
dress set via hardware switches is the same as the previous PROFIBUS address.

If there was previously bus termination for the measurement system to be replaced, then
this should also be included for the new measurement system.

Since the F parameter and iParameter of the SPB are saved in the security program for the
controller, the new SPB is configured with the project-specific settings in the start-up phase.

When recommissioning the replaced function module, a secure test run must be completed
first to ensure it functions correctly.
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4

4.1

Technical data and functions

Type plate

The following image shows an example of a type plate.

4.2

1:

4.3

JOHANNES

Fig. 4-1: Type plate (example)

Type designation

The type plate is located on the outside of
the housing, and includes the following
~ information:

HUBNER e Manufacturer
GIESSEN ° T f t t_
PROFIBUS / PROFIsafe ype, year of construction
UO-SPB-1 e CE mark
S/N: 123456 ID: 12345 Y: 2021 .
Protection 1P20 * Serlal number (S/N)
Resolution S: 13 Bit/ M: 15 Bit ° Protective class
Power consumption  max. 3 W :
Siemensstr. 7 e Power consumption
SILCL2/PLd c € 35394 Giessen
Made in Germany e |D number
- e Liquidation

e Certification information

UO-SPB -1
SPB function module [
Variation 1
Electrical data
Information Value
Supply voltage Delivered to the SCU module via the bus connector

Additional UO-SPB-1 module
power consumption

<3W

Protective class in accordance
with DIN EN 60529

IP20 for cabinet installation
Degree of protection of cabinet: =2 IP54

Overall resolution

< 28 Bit

Singleturn functional

< 13 Bit (8192 steps/revolution)

Singleturn safety-specific

8 Bit (256 steps/revolution)

Multiturn

C 15 Bit (32768 revolutions)

PROFIBUS-DP VO interface

in accordance with IEC 61158 and IEC 61784

PROFIsafe profile

3.192b in accordance with IEC 61784-3-3

UO-SPB1_ Manual-en_R6
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Information Value
Additional functions Preset

Parameter Configurable via PROFIBUS-DP
Integration time Safe 50 ms...500 ms

Integration time Unsafe 5 ms...500 ms

Monitoring window size 50...4000 increments

Idleness tolerance preset 1...5 increments/integration time Safe
Counting direction Forward, reverse

RS485, twisted and shielded copper cable with one pair

UEEnIESIET of conductors (cable type A)

Output code Binary
Addressing 1 - 99, adjustable via toggle switch
Baudrate 9.6 kbit/s...12 Mbit/s

JHG specific functions (configu-

rable via the PROFIBUS-DP) Speed output in increments/integration time Safe

Cycle time

Not safety-related 0.5 ms, output via JHG-PROFIBUS module
Safety-related 5 ms, output via JHG-PROFIsafe module
Preset write cycles >4 000 000

Connection technology M12 plug

Wiring diagram PN165-412 (see section 14.2)

Elevation above sea level <3000 m

4.3.1 PROFIBUS transmission technology, cable specification
All devices are connected in a bus structure (line). Up to 32 devices (masters or slaves) can be
connected together in one segment.
The bus is terminated by an active bus termination at the start and end of each segment. To en-
sure trouble-free operation, it must be ensured that both bus terminations are always supplied
with voltage. The bus termination must be completed externally using the connection plug.
If there are more than 32 system devices or to enlarge the network size, repeaters must be
used to connect the individual bus segments.
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All cables used must fulfil the following parameters according to the PROFIBUS specifications
for copper data wires:

Parameter Cable type A

Characteristic impedance in]|135...165 at a frequency of 3...20 MHz
Q

Operating capacity (pF/m) |30

Loop resistance (Q/km) <110

Wire diameter (mm) > 0.64

Wire cross section (mm?2) |>0.34

Shielding Generally foil shielding with shielding braid

The transmission speed for the PROFIBUS is selectable between 9.6 kBit/s and 12Mbit/s and is
detected automatically by the USC 42-PROFIBUS module. The speed is set as the same for all
devices on the bus during commissioning.

Range depending on the transmission speed for cable type A:

Baudrate (kbits/s) 9.6 19.2 | 93.75| 187.5| 500 | 1500 | 12000

Range / segment (m) 1200 | 1200 | 1200 | 1000 | 400 200 100

We recommend completing a visual acceptance procedure with protocol after assembly work is
finished. If possible, suitable bus analysis tools should be used to assess the quality of the net-
work: no duplicate bus addresses, no reflection, no telegram repetitions, etc.

NOTE!

To ensure safe, trouble-free operation, the

PROFIBUS planning guidelines, PNO order no.: 8.011,
PROFIBUS assembly guidelines, PNO order no.: 8.021,
PROFIBUS commissioning guidelines, PNO order no.: 8.031,

PROFIsafe “Environmental Requirements”, PNO order no.: 2.232, and the
standards and PNO documents referenced therein must be observed!

In particular, the EMC guidelines must be observed in their current valid version.

O

—

4.3.2 Bus termination

If the SPB module is the last station in the PROFIBUS segment,
then the bus must be terminated according to the PROFIBUS stand-
ard at the “PROFIBUS OUT” connection.

=N
The bus termination can also be purchased from Johannes Hubner /ﬁ’
Giel3en (see chapter 12)
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4.4  Operating statuses and displays

4.4.1 Module status indicator (LED1)

Operating status Status LED Bus status
flashing yel- not
Start low/green ready for oper-
2 Hz ation

ready for oper-
normal green

ation
. not
bootloader g yeloniied ready for oper-
1Hz .
ation
Warning flashing yellow | ready f_or oper-
1Hz ation
Fault red Fault
Warning:

A warning is generated when the SPB reaches the end of its service life (20 years).

4.4.2 Bus status indicator (LED2)
Flashes yellow briefly when the SPB starts up. Then the indicator depends on the operating sta-
tus of the SPB.

LED2 Bus
green ready for operation
off No supply, hardware fault

flashing green | Incorrect configuration of
1Hz F_Parameter

flashing green | PROFIsafe communication running, master re-
3x with 5 Hz guests operator acknowledgement

flafgzllvr/]?egel- SPB not addressed by the master, no cyclical
data exchange
1Hz
red Internal error, bit 1 in PROFIsafe status byte set.

For appropriate measures in case of a fault, see chapter 10.1.
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5 PROFIBUS / PROFIsafe — Commissioning

5.1 PROFIBUS

PROFIBUS is a consistent, open, digital communication system with a broad range of applica-
tions, particularly in manufacturing and process automation. PROFIBUS is suitable for fast,
time-critical and complex communication tasks.

Communication via PROFIBUS is governed by international standards IEC 61158 and

IEC 61784. Application and engineering aspects are defined in the guidelines of the PROFIBUS
user organization. This ensures that user requirements for manufacturer-independence and
openness are fulfilled, and guarantees communication between devices made by different man-
ufacturers, without adjustments to the devices themselves.

EEERYS N Valid PROFIBUS addresses: 1 — 99
6 6 x1: Setting the 1st position
x10: Setting the 10th position

,,:Q: Q: i i The device will not start up if an invalid station address is set.

The set PROFIBUS address automatically indicates the PROFIsafe target address, see chapter
5.6.1.6.

For important information, see the PROFIBUS guidelines:

¢ PROFIBUS guidelines: PROFIsafe — Environmental Requirements
order no.: 2.232

e PROFIBUS assembly guidelines, order no.: 8.021
¢ PROFIBUS commissioning guidelines, order no.: 8.031

This and further information on the PROFIBUS or PROFIsafe is available from the office of the
PROFIBUS user organisation:

PROFIBUS Nutzerorganisation e.V.

Haid-und-Neu-Str. 7 Phone: +49721 96 58 590
D-76131 Karlsruhe Fax: +49 721 96 58 589
www.profibus.com E-mail: germany@profibus.com

www.profisafe.net

5.1.1 DP communication protocol
SPB's support the communication protocol DP, which is designed for fast data exchange on the
field level. The basic function is defined by the VO performance level. This includes cyclical data
exchange and station and module-specific diagnostics.
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5.1.2 Device master data file (DMD)

The characteristic communication features of PROFIBUS devices have been defined in the form
of an electronic device data sheet (device master data file, DMD file) to create a simple plug-
and-play configuration for PROFIBUS.

The defined file format allows the project management system to easily read in the PROFIBUS
SPB's device master data and take it into consideration automatically when configuring the bus
system.

The DSD file is part of the SPB and uses the file name HUEBOE3F.GSD (German). The SPB
also includes three bitmap files named HUEB_BDE.bmp, HUEB_BDI.bmp and
HUEB_BSF.bmp, which the SPB shows in hormal operation, diagnostic operation and special
operating modes.

The files are saved on the Software and Support CD (see the “Accessories” section in the oper-
ating and assembly manual). This is part of the delivery.

PROFIBUS
Konfigurator

Fig. 5-1: DSD for the configuration

5.1.3 PNO ID number

Each PROFIBUS slave and each master class 1 must have an ID number. This is already en-
tered into the enclosed DSD file.

It is required so that a master can identify types of the connected devices without significant pro-
tocol overhead. The master compares the ID numbers of the connected devices with the ID
numbers in the project management data specified by the project management tool. The user
data transfer only starts once the correct device types have been connected with the correct
station address. This provides a high level of security against project management errors.

The SPB has the PNO ID number OXOE3F (Hex). This number is reserved and saved in the
PNO.
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5.2 PROFIsafe
PROFIsafe is the profile for transmitting safety-related data via the PROFIBUS and PROFINET
and is standardised internationally in IEC 61784-3-3.

PROFIsafe is a functional extension of PROFIBUS-DP, and was the first communication stand-
ard in accordance with safety standard IEC 61508 that permits failsafe communication fulfilling
the standard on one and the same bus line. PROFIsafe devices, therefore, do not require any
changes to the existing hardware components, and integrate into existing systems without is-
sue.

These properties are due to the “black channel” principle:
¢ No impact on standard bus protocols

¢ Independent of the respective transmission channel, whether copper cables, fibre optic ca-
bles, backplane bus or wireless

¢ Neither the transmission rates nor respective error recognition play a role.
e The transmission channels for PROFIsafe are all “black channels”.

Safety Standard Standard Safety
application application, application, application
e.g. diagnosis e.g. diagnosis
. PROFIsafe
PROFlsafe PROFlsafe layer
layer layer
3

Standard Standard
PROFIBUS - PROFIBUS

DP protocol DP protocol

“Black
Channel"

%y,
77
7

PROFINET IO, PROFIBUS-DP, Backplane Buses

Fig. 5-2: “Black channel” principle [source: PROFIsafe system description]
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5.3 SPB €= PROFIBUS / PROFIsafe communication
The actual values for position and speed are transmitted in two slots:

e The actual position values of both SPBs are compared for secure transmission. If the differ-
ence is less than the set monitoring window, then the value is considered secure. The se-
cured actual position value and the secured speed value calculated on this basis are trans-
mitted via the PROFIsafe profile. The part of the controller that handles safety-related tasks
can then process these values.

e The actual position value and calculated speed value for the first SPB are transmitted di-
rectly in the non-secured process data channel. Generally, this channel is processed more
frequently by the controller. Normal automation processes can, therefore, access the more
frequently updated position value.

Profibus-Protokoll

Gesicherter Kanal

Daten vom System 1,
uberpruft mit dem System 2
Position

Geschwindigkeit

Normaler Steuerungsteil Gesicherter Steuerungsteil

Normale Sicherheitsgerichtete
PAUIGINEUSIEINEETGEIIM Aufgaben

z.B. Positionsregelung... Gesicherter Datenverkehr
Geringe Zykluszeit

Steuerung

Fig. 5-3: SPB — PROFIsafe communication
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5.4 PROFIBUS start-up
Before the SPB can be integrated into user data traffic (Data_Exchange), the master must first
initialise during SPB start-up. The data traffic this generates between the master and the SPB
(slave) is divided into the parameterisation, configuration and data transfer phases.

During these phases, the system checks whether the projected target configuration matches the
actual device configuration. The device type, format and length information and the number of
inputs and outputs must match during this check. This provides the user with reliable protection
against data format errors.

If the check was completed without errors, the system switches to DDLM_Data_Exchange
mode. The SPB transmits its actual position, for instance, in this mode.

Power On

Initialisierung

Parameter nicht ok

-

Parameter ok

Konfiguration nicht ok

Konfiguration nicht ok

| Konfiguration ok
Parameter nicht ok

Parameter und Konfiguration ok
Outputs Empfanger/
Inputs zuriickgeben

WPRM = Wait Parameter
WCFG = Wait Configuration
DXCHG = Data Exchange

Fig. 5-4:DP slave initialisation
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5.5 Configuration
Configuration means that information must be provided on the length and type of the process
data, and how it should be handled.

The SPB stores a certain number of input and output words on the PROFIBUS depending on
the configuration. This structural information is already entered into the GSD file both for the
safety-related and for the non-safety related data and is described in the following.

The following applies:
e Flow of input data: F-Device - F-Host
e Flow of output data: F-Host - F-Device

5.5.1 Safety-related data, JHG-PROFIsafe module
The module stores five input words for the user data and four input bytes for the PROFIsafe pa-
rameter block.

Byte Bit Input data
X+0 28_215 .
X+1 20_97 Cam Unsigned16
X+2 28_215 .
X+3 20_97 Status Unsigned16
+ =
X+4 28_015
X+5 20_97 Speed Integer16
+ =
X+6 28_215 . .
X+7 20,07 Actual value, Multiturn, 15 bit | Integer16
+ =
e 28-21 Actual value, Single turn, 13
- Integerl6
X+9 20-27 bit
X+10 20-27 Safe Status Unsigned8
X+11 216_223
X+12 28215 CRC2 3 Bytes
X+13 2027

The module stores four output words for the user data and four output bytes for the PROFIsafe
parameter block. It is only possible to access the Safe-Control register indirectly via the safety
program from an F runtime group.




JOHANNES

UO-SPB-1

HUBNER : . :
Operating and configuration manual
Byte Bit Output data
X+0 28-215
Controll Unsigned16
X+1 20-27
X+2 28-215
Control2 Unsigned16
X+3 20-27
X+4 28-215
Preset, Multi-Turn Integerl6
X+5 20-27
X+6 28-215
Preset, Single-Turn Integerl6
X+7 20-27
X+8 20-27 Safe Control Unsigned8
X+9 216.223
X+10 28-215 CRC2 3 Bytes
X+11 20-27

5.5.2 Register structure of safety-related data
5.5.2.1 Input data

Cam: Unsigned16

Byte X+0 X+1
Bit 15-8 7-0
Data 21528 2720
Bit Description
Speed overrun
20 This bit is set when the speed value is outside a range of —
32768...+32767.
2.2 | reserved

UO-SPB1_ Manual-en_R6
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Status: Unsigned16

Byte X+2 X+3
Bit 15-8 7-0
Data 215 28 2720

Bit Description

Preset_Status — This bit is set when the F-Host triggers a
Preset request via the variable IPAR EN of the F-peripheral
20 DBs or the bit Preset Request inthe Controll register.
The bit is reset automatically after the end of Preset
execution.

21...2% | reserved

Error — This bit is set when a Preset query could not be
executed due to excessive speed. The current speed must
be within the range of the speed set in the lower
standstill tolerance preset. The bitis reset after
the F-Host deletes the variable IPAR EN, see also from
page 60.

215

Speed: Integerl6

Byte X+4 X+5
Bit 15-8 7-0
Data 21528 27— 20

The speed is output as a signed two's complement value.
Setting the direction of rotation = Forward

» In light of the flange mounting, turning the shaft clockwise:
-> positive speed output

Setting the direction of rotation = Reverse

» In light of the flange mounting, turning the shaft clockwise:
-> negative speed output

If the measured speed exceeds the display range of -32768...+32767, this will cause an overrun
reported in the cam register via Bit 2°. At the time of the overrun, the speed will remain stopped
at the respective +/- maximum value until it is back in the display range. In this case, the mes-
sage will also be deleted from the cam register. The speed is indicated in increments per in-

tegration time Safe




JOHANNES

HUBNER

GIESSEN

UO-SPB-1
Operating and configuration manual

Multi-Turn / Single-Turn: Multi-Turn, Integer16

Byte X+6 X+7
Bit 15-8 7-0
Data 215 _ 28 2720
Single-Turn, Integer16
Byte X+8 X+9
Bit 15-8 7-0
Data 215 _ 28 27— 2°

Since up to now only 16 bit registers have been possible on the controller side, the position
value must be calculated first. The number of revolutions is noted in the Multi-Turn tab, while
the current Single-Turn position in steps is noted in the Single-Turn tab. The actual position
can be calculated alongside the resolution of the SPB, max. number of steps per revolution ac-
cording to the type plate:

\ Position in steps = steps/revolution * number of revolutions + Single-Turn position

Steps per revolution:
Number of revolutions: 0...32767 & 15 Bit

The output position is not signed.

Safe-Status: Unsigned8

2 13 Bit

Byte X+10
Bit 7-0
Data 2720
Bit Description

iPar_OK: New iParameter values have been assigned to the F-Device.

20 | This bit is set when a Preset query has been successfully completed via the F-Host
(Bit iPar_EN), see chapter 9.
Device_ Fault: Error in the F-Device or F-module
. This bit is set when the value set under the iParameters for window increments
2

has been exceeded, and/or the internally calculated PROFIsafe telegram is faulty.
The SPB is then transitioned to a failsafe state, and outputs its passivated data. This
state can only be exited by correcting the error and supply voltage OFF/ON.

UO-SPB1_ Manual-en_R6
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Bit Description

CE_CRC: Checksum error in communication

This bit is set when the F-Device detects an F communication error, for instance a
missing serial number (detected via a CRC2 error in V2 mode) or if data integrity
has been violated (CRC error). The F-Host is then requested to count all faulty mes-
o2 | Sages within a certain time T and, if the maximum permitted number of faulty mes-
sages has been exceeded, to enter a configured safe state.

This error can also be triggered by incorrect CRC values in the iParameters
(F_iPar_CRC) or F-Parameters (F_Par_CRC) in the configuration sequence. The
SPB reports a parameter error via PROFIBUS standard diagnosis, and does not
start up.

WD_timeout: Watchdog timeout in communication
This bit is set when the set Watchdog time F WD Time in the

23 F-parameters has been exceeded. A valid, current security telegram must be
received from the F-Host within this time; otherwise, the SPB is transitioned to a
failsafe state and outputs its passivated data. This state can only be exited by
correcting the error and supply voltage OFF/ON. see chapter 5.6.1.7.

o4 FV_activated: Failsafe values activated
This bit is set when the SPB is in a failsafe state and outputs its passivated data.

Toggle_d: Toggle bit

25 | The toggle bit is device-based, and initiates incrementation of the virtual serial num-
ber within the F host. The toggle bit is used to synchronise the counters in the
SPB/F host to generate the virtual serial number.

06 cons_nr_R: Virtual serial number was reset.
The counter is reset when the F host detects an F communication error (CE_CRC).

27 reserved

o | NOTE!

1 The Safe-Status can only be accessed indirectly with the help of variables of the
F-periphery DB via the safety program from an F-runtime group, see chapter 8.
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5.5.2.2 Output data
Controll: Unsignedl16

Byte X+0 X+1
Bit 15-8 7-0
Data 215 — 28 27— 20
Bit Description

Preset_Request

This bit is used to control the preset function. When this function is executed, the
20 SPB is set to the position value saved in the tabs Preset Multi-Turn/Preset
Single-Turn. An exact process must be observed to execute the function, see
chapter 9.

21...215 | reserved

Control2:
reserved

Preset Multi-Turn / Preset Single-Turn:Preset Multi-Turn, Integer16

Byte X+4 X+5
Bit 15-8 7-0
Data 21528 2720

Preset Single-Turn, Integer16

Byte X+6 X+7
Bit 15-8 7-0
Data 215 _ 28 2720

Since up to now only 16 bit registers have been possible on the controller side, the preset value
to be written must be calculated first. The desired preset value must be in the range of 0 to 268
435 455 (28 Bit). The relevant values for Preset Multi-Turn/Preset Single-Turn can
be calculated alongside the resolution of the SPB, max. number of steps per revolution accord-
ing to the type plate (8192):

Number of revolutions = desired preset value / steps per revolution

The integer portion of this division indicates the number of revolutions, and must be entered in
the Preset Multi-Turn tab.

Single-Turn-Position =
desired preset value — (steps per revolution * number of revolutions)

The results of this calculation are entered into the Preset Single-Turn tab.
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The preset value is set as a new position when the preset function is executed, see chapter 9.

Safe-Control: Unsignhed8

Byte X+8
Bit 7-0
Data 27— 20
Bit Description

iPar_EN: iParameter assignment unlocked

2° This bit must be set indirectly by the F host via a variable in order to be able to exe-
cute the preset function, see chapter 9“Preset function” on page 60.

OA_Req: Operator confirmation query requested

This bit is set via the F host driver if an error has been detected in safety-related com-
munication and it has been corrected. The bit is also set if the SPB/F host could not be
integrated synchronously into bus operation during start-up of the F-system. In rela-
2! tion to the SPB, an operator confirmation query is indicated via the green LED (3x with
5 Hz). In this case, an operator acknowledgement is required of the function modules
in the security program. This allows the counter in the F host and F device to be syn-
chronised for the virtual serial number. The SPB is then transferred from safe status,
output passivated data, to normal status, output cyclical data.

R_cons_nr: Reset the counter for the virtual serial no.

22 This bit is set when the F host detects an F communication error, either via the status
byte or through itself.

23 reserved

activate_FV: Activate failsafe values

24 This bit is set internally within the device via the firmware if the SPB cannot output any
more failsafe data due to a device error, errors in safety-related communication, or
when starting up the F system. Instead, the SPB outputs its passivated data.

Toggle_h: Toggle bit

25 The toggle bit is host-based, and initiates incrementation of the virtual serial number
within the F host. The toggle bit is used to synchronise the counters in the SPB/F host
to generate the virtual serial number.

26.27 | reserved

O NOTE!

1 The Safe-Control register can only be accessed indirectly with the help of variables of
the F-periphery DB via the safety program from an F-runtime group, see chapter 8.
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5.5.3 Process data, JHG-PROFIBUS module
The module stores four input words for simple usage data that is not safety-related.

Byte Bit Input data
X+0 28-21%
Cam Unsigned16
X+1 20.27
X+2 28015
Speed Integerl6
X+3 20-27
X+4 2521 Actual value, Multiturn, 15
: Integer16
%45 20_07 bit
8_o215
X+6 22 Actual value, Single turn, 13
: Integerl6
X+7 20" | bt

5.5.4 Register structure of process data
5.5.4.1 Input data

Cams: Unsigned16

Byte X+0 X+1
Bit 15-8 7-0
Data 215 28 2120
Bit Description
Speed overrun
20 This bit is set when the speed value is outside a range of
—32768...+32767.
2t...2% | reserved

UO-SPB1_ Manual-en_R6
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Speed: Integerl6

Byte X+2 X+3
Bit 15-8 7-0
Data 215 _ 28 2720

The speed is output as a signed two's complement value.
Setting the direction of rotation = Forward

¢ In light of the flange mounting, turning the shaft clockwise:

-> positive speed output.
Setting the direction of rotation = Reverse
¢ In light of the flange mounting, turning the shaft clockwise:

-> negative speed output.
If the measured speed exceeds the display range of -32768...+32767, this will cause an overrun
reported in the cam register via Bit 2°. At the time of the overrun, the speed will remain stopped
at the respective +/- maximum value until it is back in the display range. In this case, the mes-
sage will also be deleted from the cam register. The speed is indicated in increments per in-

tegration time Unsafe.

Multi-Turn / Single-Turn

Multi- Turn, Integer16 Single- Turn, Integerl16
Byte X+4 X+5 X+6 X+7
Bit 15-8 7-0 15-8 7-0
Data 21528 2720 215 _ 28 27 -20

Since up to now only 16 bit registers have been possible on the controller side, the position
value must be calculated first. The number of revolutions is noted in the Multi-Turn tab, while
the current Single-Turn position in steps is noted in the Single-Turn tab. The actual position
can be calculated alongside the resolution of the SPB, max. number of steps per revolution ac-
cording to the type plate:

Position in steps = (steps per revolution * number of revolutions) + Single-Turn position

8192 =2 13 Bit
0...32767 2 15 Bit

Steps per revolution:
Number of revolutions:

The output position is not signed.

UO-SPB1_ Manual-en_R6
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5.6 Parameterisation
Parameterisation means providing specific information to a PROFIBUS-DP slave that it needs
for operation before it enters the cyclical exchange of process data. The SPB requires data, for
instance, on the integration time, counting direction, etc.
Typically, the configuration program provides an input screen for the PROFIBUS-DP master
where the user can enter the parameter data or select it from a list. The structure of the input
screen is provided in the device master file. The number and type of parameters to be entered
by the user depend on the configuration.

c WARNING! CAUTION!

Danger of death, severe physical injury and/or property damage due to a
' The system manufacturer must ensure proper function through a secured test run dur-
[ ]

malfunction, caused by incorrect configuration.
ing commissioning and each time the parameters are changed.

5.6.1 F-Parameter (F_Par)

The F-Parameters contain information to adapt the PROFIsafe layer to certain applications and
check the configuration in a separate, independent manner. The following is a list of F parame-
ters supported by the SPB.

Byte-Order = Big Endian

Byte Parameter Type Description
F_Check_SegNr |Bit Bit 0 = 0: no review
- Bit Bit 1 = 0: not used
N 00: SIL1
5 : . 01: SIL2
F_SIL Bit range Bit 3-2 10: SIL3 [defaulf]
11: no SIL
F_CRC_Length |Bitrange Bit 5-4 00: 3-Byte-CRC
41 F_Block_ID Bit range Bit 5-3 001: 1
+
F_Par_Version |Bitrange Bit 7-6 01: V2-Mode
: Source address, Default = 1
X+2 |F_Source Add |Unsignedl16 Range: 1-65534
: Target address, Default = 503
X+4 |F_Dest Add Unsigned16 Range: 1-65534
. . Watchdog time, Default = 125
X+6 |F_WD_Time Unsigned16 Range: 125-10000
CRC of the i parameter,
X+8 |F_iPar_CRC Unsigned32 |Default = 1132081116
Range: 0-4294967295
CRC of the F parameter,
X+12 |F_Par CRC Unsigned16 |Default = 46906
Range: 0-65535

UO-SPB1_ Manual-en_R6
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5.6.1.1 F_Check_SegNr
The parameter determines whether the sequence number in the consistency check (CRC2 cal-
culation) of the F user data telegram should be integrated. This parameter is set to “NoCheck”
and cannot be changed. This means only failsafe DP standard slaves are supported if they be-
have in this manner.

56.1.2 F_SIL

F_SIL indicates the SIL the user expects from the specific F device. It is compared to the manu-
facturer information stored locally. The SPB supports the safety classes no SIL and SIL 1 to
SIL3, SIL3 = standard value.

5.6.1.3 F_CRC_Length
Depending on the length of the F input/output data (12 or 123 bytes) and the SIL level a CRC of
2, 3 or 4 bytes is required. To check the data, this parameter transmits the expected length of
the CRC2 signature in the safety protocol for F components during start-up. The SPB supports
the CRC length of 3 bytes. This value is preset and cannot be changed.

5.6.1.4 F_Block_ID

This parameter is used to set whether a CRC should also be formed via the device-specific
safety parameter “F_iPar”. Since the SPB supports device-specific safety parameters such as
“Safe integration time”, this parameter is pre-set to a value of “1 = form F_iPar_CRC” and can-
not be changed.

5.6.1.5 F_Par_Version

This parameter identifies the PROFIsafe version “V2 Mode” implemented in the SPB. This value
is preset and cannot be changed.

5.6.1.6 F_Source_Add/F_Dest_Add
The parameter F_Source Add defines a unique source address within a PROFIsafe island.
The parameter F Dest Add defines a unique target address within a PROFIsafe island.

The device-specific part of the F-device compares the value with the address switch on site or
an assigned F address to check the authenticity of the connection.

The PROFIsafe target address must match the PROFIBUS address set using the address
switch implemented in the SPB + 500 (see also the “Bus addressing” section in the operating
and assembly manual)

Standard value F_Source Add =1, Standard value F Dest Add = 503,

F_Source Add#F Dest Add.

5.6.1.7 F_WD_Time

This parameter stipulates the monitoring time [ms] in the SPB. A valid, current security telegram
must be received from the F-Host within this time; otherwise, the SPB is transitioned to a safe
state.

The default value is 125 ms.

In general, the watchdog time should be high enough that the communication tolerates telegram
run times, but that the error reaction function can be executed quickly enough in case of an er-
ror.
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5.6.1.8 F_iPar_CRC
This parameter represents the checksum value (CRC3) calculated from all iParameters for the
device-specific part of the SPB, and ensures secure transmission of the iParameters. It is calcu-
lated in a program “JHG_iParameter” provided by Johannes Hibner Giel3en. The checksum
value calculated there must then be entered manually into the engineering tool of the F-Host,
see also section 6.
The SPB generates a checksum itself from the iParameters transmitted by the F-Host. This
checksum is compared with the checksum transmitted by the F-Host in the SPB. If the two
F_iPar CRC are identical, the SPB is transferred into data exchange during start-up; otherwise
the SPB does not start up.

The 32-bit CRC polynomial 0x04C11DB?7 is used to calculate the F_iPar CRC in the SPB as
well as in the program JHG iParameter.

Standard value = 1132081116, valid for all iParameter with standard setting.

“JHG_iParameter” F-Host
iParameter eingeben @ fF-===-=-=-=---- > iParameter einfligen
- F_iPar CRC berechnen = = = = = == = - F_iPar_CRC einfligen

Konfiguration = Parametrierung

! '

Mess-System

iParameter empfangen
= F_iPar_CRC berechnen
F_iPar_CRC
ok ?
nein ja
Fehlerzustand,

kein Anlauf am Data_Exch.
BUS

Fig. 5-5: Diagram of F_iPar_CRC calculation

5.6.1.9 F_Par_CRC
This parameter represents the checksum value (CRC1) calculated from all F-parameters for the
SPB, and ensures secure transmission of the iParameters. It is calculated externally in the engi-
neering tool of the F-Host and must then be entered here under this parameter, or is automati-
cally generated.

The CRC1 checksum value is also the starting value for the cyclical CRC2 calculation.
The 16-bit CRC polynomial OX4EAB is used to calculate the F_Par CRC.
Standard value = 46906, valid for all F-parameters with standard setting.




HUBNER JO-SPB-1

cressen Operating and configuration manual

5.6.2 iParameter (F_iPar)

Application-specific device properties are stipulated in the iParameters. A CRC calculation is re-
quired to securely transmit the iParameters,
see chapter 6.1iParameter” on page 34.

The following is a list of iParameters supported by the SPB.

Byte-Order = Big Endian

Byte Parameter Type Description

o et e Sy Unsaneazs 2

oz et e ey Unsnedis DS

X4 | Window Increments) | UnS0ned18 0 o000

s e e e e

xa7 Direction Bit 2: Cotting drection incroasing
(Direction) [default]

5.6.2.1 Integration Time Safe
This parameter is used to calculate the safe speed output via the cyclical data of the PROFIsafe
module. Long integration times facilitate high-resolution measurements at low speeds. Short in-
tegration times indicate speed changes faster, and are well suited for high speeds and a high
level of dynamism. The time base is set to 50 ms. Therefore, 50 ... 500 ms can be set over the
value range of 1 ... 10. Standard value = 100 ms.

5.6.2.2 |Integration Time Unsafe
This parameter is used to calculate the unsafe speed output via the process data of the PROFI-
BUS module. Long integration times facilitate high-resolution measurements at low speeds.
Short integration times indicate speed changes faster, and are well suited for high speeds and a
high level of dynamism. The time base is set to 5 ms. Therefore, 5 ... 500 ms can be set over
the value range of 1 ... 100. Standard value = 100 ms.

5.6.2.3 Window Increments
This parameter defines the maximum permitted position deviation in increments for the Mas-
ter/Slave scanning system integrated into the SPB. The permitted tolerance window depends
primarily on the maximum speed in the system, and must first be calculated by the system oper-
ator. Higher speeds require a larger tolerance window. The value range is 50...4000 incre-
ments.

Standard value = 1000 increments.
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5.6.2.4 |dleness Tolerance Preset
This parameter defines the maximum permitted speed in increments per Integration
time Safe for carrying out the preset function. The permitted speed depends on the bus be-
haviour and system speed, and must be calculated first by the system operator. The value range is
from 1increment per integration time Safe up to 5 increments per Integration Safe.
Standard value = 1 increment per standard value Integration time Safe.

5.6.2.5 Direction
This parameter defines the current counting direction for the position value in light of the flange
connection when the shaft is turning clockwise.
Forward = counting direction increasing
Reverse = counting direction decreasing
Standard value = Forward

6 Determining the parameters / CRC calculation
It is useful to stipulate the known parameters in the F-Host even before project planning, so that
they can be taken into consideration in the project plan.
The following section describes the process in conjunction with SIEMENS project management
software SIMATIC Manager and the option package S7 Distributed Safety.
The software JHG iParameter required to calculate the CRC is included in the Software and

Support CD.

6.1 iParameter
The iParameter are set with feasible default values in the standard settings, and should only be
changed if the automation task expressly requires this. A CRC calculation is required to se-
curely transmit the individual set iParameters. This must be completed when changing the de-
fault iParameters using the JHG program “JHG_iParameter”. The calculated checksum corre-
sponds to the F-Parameter ¥ _iPar CRC. This must be entered during project planning for the
SPB with the hardware configurator in the window Properties — DP Slave in the field of
the same name, see chapter 7.3.1.

Eigenschaften - DP-Slave

Adresse / Kennungl Parametrieren  PROFlsafe I

Farametemname | et ‘ Hex | iter: B, |
F_Check_SeqMr MaCheck
F_SIL SIL3
F_CRC_Length 3-Byte-CRC
1

F_Par_\ersion V2-mode

F_Source_dd 2002

F_Dest_add 803 1F7

F_'WwWD_Time 125
] 1132081116 43782FDC

Aktueller F-Parameter-CRC [CRCT | hexadezimal:

IASES
Abbrechen | Hilfe |
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6.1.1 CRC calculation via the iParameter

The default standard values are used for the following example CRC calculation. These can be

loaded via an XML template file in the program JHG iParameter. If deviating values are re-

quired, these can be overwritten by double clicking the relevant entry. The changed parameters

can be saved as a complete parameter set or opened as a template.

> Install JHG iParameter using the installation file “JHG_iParameter_Setup.exe”.

» Start JHG iParameter using the start file “JHG_iParameter.exe”, then use the menu File
-> Open_XML template to open the template file included with the SPB (here, the example:
AMP41_001.xml).

H JHG_iParameter

Integration time for the speed in the PROFIBUS area; unit [x5ms] {1 ... 100}

fec &

If necessary, adjust the relevant parameters, then - to calculate the F_iPar CRC- click the
Generate CRC button.

Maximum permissible position deviation of the scanning units; unit [increments] {50 ... 4000}

cec v| [WEREERRE
[ewplate: AMP41 00Lmi [ Parametersec:
Each time the parameters are changed, F_iPar CRC must be calculated once again. This must
be taken into consideration in the project planning. If there is already a security program, it must

be regenerated.
Further information on handlingJHG iParameter is used in the help file in the menu Info >

Help.
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6.2 F-Parameter
The F-Parameters are set with feasible default values in the standard settings, and should only
be changed if the automation task expressly requires this. A CRC is required to securely trans-
mit the individual set F-Parameters, and is calculated automatically by the SIMATIC Manager.
This checksum corresponds to the F-Parameter F_Par CRC, which is displayed during project
management of the SPB with the hardware configurator in the window Properties - DP
Slave underthe heading Current F-Parameter-CRC (CRC1) as ahexadecimal value:
The value entered in the example below A9C3 is valid for the standard setting shown here, see
chapter 7.3.2.

Eigenschaften - DP-Slave

Adresze / Kennungl Parametieren  PROFIsafs I

Parametermname | Wert | Hex
F_Check_Seghr MoCheck

| Wert andern... |

F_SIL
F_CRC_Length
F_Black_ID
F_Par_“ersion
F_Sounce_Add
F_Dest Add
F_wWD_Time
F_iPar_CRC

SIL3
3Byte-CRC
1

W2-mode
2002

503

125
1132081116

1F7

A437A2FDC

Aktueller F-Parameter-CRC [CRCT) hexadezimal:

6.2.1 Non-adjustable F-Parameters
The following F-Parameters are managed either by the SPB or the F-Host and therefore cannot
be changed manually:

o F_Check_SegNr: NoCheck

¢ F CRC_Length: 3-Byte-CRC

e F Block ID: 1

e F Par_Version: V2-mode

e F_Source_Add: 2002 (example value, specified by the F-Host)

6.2.2 Adjustable F-Parameters
It is assumed that the following parameters are set to their standard values:

e F_SIL:SIL3

e F Dest Add: 503 (corresponds to the set PROFIBUS address +500)

e F_WD_Time: 125

e F_iPar_CRC: 1132081116 (calculated via the JHG-Tool “JHG_iParameter”)

Any change in parameters will resultin a new F_Par CRC value, which is displayed as shown
above. If there is already a security program, it must be regenerated.

UO-SPB1_ Manual-en_R6
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7 Create security program - Example configuration

This section describes the process for creating the security program using SIEMENS project
manager SIMATIC Manager and the option package S7 Distributed Safety.

The security program is created using the FUP/KOP-Editor in STEP 7. Failsafe FBs and FCs
are programmed in the programming language F-FUP or F-KOP, while failsafe DBs are created
in the F-DB language. Failsafe application modules that can be used in the security program are
available to the user in the F-library Distributed Safety, which is available to the user.

Security tests are completed automatically when generating the security program, and addi-
tional failsafe modules for error recognition and error reaction are integrated. This ensures that
outages and errors are detected and that appropriate reactions are triggered which keep the F-
system in a safe state or transfer it to a safe state.

A standard user program can run in the F-CPU in addition to the security program. The standard
and security program can coexist in an F-CPU, since the safety-related data of the security pro-
gram is protected against accidental influence by data in the standard user program.

Data can be exchanged between the security and standard user programs in the F-CPU via
markers and through access to the process map of inputs and outputs.

Access protection

Access to the F-System s7 Distributed Safety is secured by two password queries, the
password for the F-CPU and the password for the security program. The online and offline
passwords for the security program are differentiated:

¢ The offline password is part of the security program in the offline project on the program-
ming device.

e The online password is part of the security program in the F-CPU.

7.1 Requirements

WARNING!

Danger of deactivating the failsafe function through improper security

program project planning!

e The security program may only be created in conjunction with the system docu-
mentation provided by SIEMENS for the software and hardware.

¢ Full documentation on the topic of “Project planning and programming” a secure
controller is available from SIEMENS in the handbook S7 Distributed Safety -
Project Planning and Programming, document order number: ASE00109536-
2 04. This documentation is part of the option package S7 Distributed

Safety.

¢ The following descriptions refer to the process itself, without including infor-
mation from the SIEMENS handbook.

The information and notices provided in the SIEMENS handbook, in particular
the safety information and warnings, must therefore be observed and complied
with.

e The project planning should be considered an example. The user is obligated to
review and adjust the project planning to determine whether it is useful in their
application. The use must also choose appropriate safety-related hardware
components, and must select the necessary software requirements.
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Software components used for the S7 Distributed Safety example configuration:
e STEP 7V5.5+ SP2

e S7 Distributed Safety Programming V5.4 + SP5

e S7 F ConfigurationPack V5.5 + SP9

Hardware components of the SIMATIC 300 series used forthe S7 Distributed Safety ex-

ample configuration:

e Hardware ralil

o Power supply “PS307 2A” (307-1BA00-0AA0)

e F-CPU unit “CPU317F-2 PN/DP” (317-2FK13-0AB0)

¢ Digital output assembly “SM 326F DO 10xDC24V/2A” (326-2BF01-0ABO0), is not actively
used in the following security program, and is provided for customer-specific outputs, for

instance to display the variable statuses of the F periphery module: PASS OUT, QBAD,
ACK_REQ, IPAR_OK etc.

¢ Digital input assembly “SM 326F DI 24xDC24V” (326-1BK01-0ABO0),
is used to carry out an Operator Acknowledgement.
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7.2 Hardware configuration
» Start SIMATIC Manager and create a new project.

MNeues Projekt x|

Anwenderprojekte I Bibliotheken I fultiprojekte I

Mame | Ablagepfad I

e e e e e

MHame: Twp:
|m»1 P41 PROFIsafd |_,:.,Di,3kt |
™| EEitfinthek

Ablageart [Plad] :

IC: “ProgrammetSiemens Step s 7 proj Durchzuchen. .. |
Abbrechen | Hire |

&
» Right click in the project window to insert the SIMATIC 300-Station as a new object.

Ausschnaide‘n . [t MFl
Fopieren [t
Eirfiigen [t
LLischet [e]
| SIMATIC 400-Statio
Ziclsystemn SIMATIC : oh
SIMATIC H-Station
g:bz:"’fman ot ;ﬁ - SIMATIC PC-Station
jektzigenschaften...  Al+Retum CIMATIC HMI-Station
Andere Station
SIMATIC 55
PG/PC
P
PROFIEUS
Industrial Ethernet
FTP
Foundation Fieldbus
S7-Pragramm
k4 7-Pragramm
1] |
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» Use the same process to create a PROFIBUS as a new object. Also add an Industrial
Ethernet as a new object here if necessary.

Z:; AMP41 PROFIsafe -- C:\Programme\Siemens\Step7is7proj\amp41_pr

SIMATIC 300(1)

Susschireiter Elighd
Faperen [EtrlHE
Errfigen (St
LLozafien el

Meues Objekt einfiigen

Zielsystem 3

Umbenennen F2
Objekteigenschaften...  Al+Retun

FG/PC

« P

Symbolizcher Hame Typ

MPI

SIMATIC 200-Station

SIMATIC 400-5tation
SIMATIC 300-5tation
SIMATIC H-Station
SIMATIC PC-Station
SIMATIC HMI-Station
Andere Station

SIMATIC 55

P
FPROFIBUS

Industrial Ethernet
FTF
Foundation Fieldbus

S7-Programm
M 7-Progranmm

2l

» Double click the Hardware entry to start the hardware configurator HW Config.

5 AMP41 PROFIsafe -- C:\Programme\Siemens\Step7is7proj\Ampd1_pr

MP41 PROF safe
~[fl] SIMATIC 30001

4

Symbolischer Name

Stationskonfiguration

1

» If the hardware catalogue is not shown at the right side, it can be displayed using the View -
Catalogue menu.

Fl-g HW Konfig - [SIMATIC 300(1) (Konfiguration) -- AMP41 PROFlsafe]

Eﬂ] Station Bearbeiten Einfigen Zielsystem Ansicht  Extras  Fenster  Hilfe

D=8 &S| s daBE|% e

Suchen: I

Erofit  [Standard

¥ | PROFIBLS-DP
2% PRAFIBLS-PA

222 PROFINET IO
SIMATIC 300
SIMATIC 400
SIMATIC HM| Station

B, SIMATIC PC Station

SIMATIC PC Based Control 3004400

UO-SPB1_ Manual-en_R6
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» Drag aprofile rail into the project window to include the hardware components.

[ HW Konfig - [SIMATIC 300(1) [Konfiguration) — AMP41 PROFlsate]

Eﬂ] Station Bearbeiten Einfigen Zielsystem  Ansicht  Extras  Fenster  Hille - ﬂlil
D20 5y S| m e b iE |38 ke
= ozl
Suchen: I ”:l: gf!l
g = | Profit ISlandard ﬂ
4 [ w PROFIBUS-DP
5 -2 PROFIBUSFa
3 [+ -5 PROFINET 10
7 = EHE] SIMATIC 300
o arcr
-3 CP-300
£ cPU-300
F-(23 FM-300
23 1M-300

-2 M7-EXTENSION
-0 Netzibergang

B0 PS5-300
=3 RACK-300
= -3 Profilschiens
1] | » -0 5M-300
[]-- SIMATIC 400
@@= 0 Uk (-2 SIMATIC HM) Station
—I—I il SIMATIC PC Based Contral 3004400
Steckplatz Baugruppe .. | B.. | Fi. | M. | E. | &. | K (- f8, SIMATIC PC Station
[ -
2
3
4 |
3 BEST 390-17770-0440 i,
3 In werschiedenen Langen ligterbar —
7 [
Driicken Sie F1. um Hife 2u erhalten. [ [ dnd 7

» Drag power supply PS 307 2Ainthe SIMATIC 300 - PS-300
- PS 307 2A catalogue to position 1 in the rack.

» Drag CPU 317F-2 PN/DP in the catalogue via SIMATIC 300 -> CPU-300 -
CPU 317F-2 PN/DP > 6ES7 317-2FK13-0AB0 —-> V2.3 to position 2 in the rack. If
necessary, the properties of the Ethernet interfaces should also be entered here.

» Drag digital output assembly SM 326F DO 10xDC24V/2A in the catalogue via
SIMATIC 300 > SM-300 - DO-300 - SM 326F DO 10xDC24V/2A
(6ES7 326-2BF01-0ABO) to position 4 in the rack.

» Drag digital input assembly SM 326F DI 24xDC24V in the catalogue via
SIMATIC 300 = SM-300 - DI-300 = SM 326F DI 24xDC24V
(6ES7 326-1BK01-0ABO0) to position 5 in the rack.

[EEHW Konfig - [SIMATIC 300(1) (Kenfiguration) — AMP41 PROFlsafe] = |
Ol Station Beabeilen Einfgen Ziekystem Ansicht Esfras Fenster Hille =l2lx|
D8 %S| e 5] %8|
= Blx
7 P5 307 28 - j Sushen | it
2 b ‘ ot [serdad 5
X2 Piig Y FROFIBUS DF
3 - 38 PROFIBUS-PA
4 FDOT0:DC24Y/2 - PROFINET 10
5 FDI24xDC24Y | B SIMATIC 300
= w07
w1 CP00
{3 tPU-z00
- Fi-300
{1 4300
£ MTERTENSION
-] Netziibergang
_Ij - PS300
) E— ’ 3 RACK-300
-] [SM-300
i LR HE SIMATIC 400
[ SIMATIC HMI Station
Steckplatz Baugnppe .. | Bestelnummer | Fi [ M| . | aa. | Kommentar f - SIMATIC PC Based Control 3007400
PS 307 24 BES7 307-1BA0C-0440 ] |[F-B sIMATIC PC Station
CPU 317F 2 PHJBEST 317 2FK13-0AB[V2.3
MAVGE &5"
e G
FDO10-DC24v/2A[BES7 326-2BF01-0ABD 513 [5.15
FDI24:DC29Y__ |BES7 326-1BKOT-08B0 16..25 [16..19
der 57300 3
I |
Diiicken Sie F1, um Hife zu erhaken [ [ [End

The hardware components to be included in the rack are now complete.
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The GSD file HUEBOE3F . GSD associated with the SPB must be installed in the next step. This
is copied into the installation directory for the SIMATIC Manager: ...\S7DATA\GSD. The bitmap
file HUEB BDE.Dbmp associated with the SPB is copied into the following directory:
..\S7DATA\NSBMP. Please note that the directory structure may vary.

» Install the GSD file HUEBOE3F.GSD in the stored directory via the menu Extras >
Install GSD files..

The SPB will now appear in the catalogue as a new entry:
PROFIBUS-DP - Additional field devices = Encoder -> HUEBNER -

AMP (H) 41

E;_HW Konfig - [SIMATIC 300(1) (Konfiguration) -- AMP41 PROFIsafe]

@0 Station Beabeiten Einfiigen Ziekystem Ansicht Exbas Fenster Hille ===
0z® % 5|aedalmo 8w
Al nix|
0) UR
§1[ ) T 307 28 — j Sucher nﬂ: hﬂ
P
Z Jgupiy,;;m FRIOP N e =
X2 A ] Schaltgerate 5|
21 Sensorik
FDO10-DC24Y/ 28 {2 SENTRON
FDI24xDC24Y o SIMEDYN
SIMATIC
SIMODRIVE
SIMOREG
SIMOVERT
SINAMICS
SIPOS
‘Wetters FELDGERATE
JLl {21 Schaltgeidte
N D faaprl
= Encoder
=0 uA | &[] HUEBNER
L B AMPHE
Steckplatz_| Baugupps ... | Bestelnummer |[Fi [ M | B | Aa | Kommentar @ Universamodul ||
1 [4 Ps 0724 EE 57 307-1BADD0AAD [ JHE-PROFIsale
2 [l CPU 317F-2 PN,BES7 317-2FK13.0AB V2.3 [ JHE-PROFIbus
1 i @ Huebner Encoder
FRAT | -G Huebrer Encoder
3 % (] Gateway
4 FDO10:DC24V/24(EES7 326-28F01-04B0 513 [o.15 = £ Kompaitie PROFIBUS DF Slaves ||
5 FDI24:DC24Y__ |BES7 326-1BKOT-0AB0 [16..25 [16.19 228 ooociuo o
5 Huebner PROFIsafe Encodel AMPIHIT E
7
B =]
Driicken Sie F1, um Hif 2u erhalten [ [fnd .z

The individual configuration options are listed under this entry:
e JHG-PROFIsafe see page 21
e JHG-PROFIbus see page 28

NOTE!
O
l The entry Universal module is incorrectly provided automatically by some sys-
tems, but may not be used!
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7.2.1 Set the hardware configuration properties

The object properties of the individual hardware components are set to the relevant position in
the rack or slot by right clicking the position:

» Protection class 1 and a password must be planned for the CPU in the Protection
tab. The Operation field is not relevant for safety operation.

Eigenschaften - CPU 317F-2 PN/DP - [RD/52)
Allgemein I Anlauf I Zyklus / Taktmerker | Remanenz I Alarme I Uhrzeitalarme
weckalarme I Diagnose / Uhr Schutz | K.ommunik ation I F-Parameter

— Schutzstuf — Betrieb
[OED TEChE g ~ .
< V¥ Durch Palwart authebbar gz B

zulazsige Zoklbszetertotiung

2 ! diret Testimiionet: I 5 ms

3 Schieib-/Lesaschutz
Palwort: o Testbetrieb

e

MNochmalige Eingabe:

CPU enthalt ;
Sicherheitzprograrnm

v

» Select the type PROFIBUS for the CPU in the sub-entry MPT/DP, General -> tab inthe
Interface field.

» In the properties window for PROFIBUS interface MPI/DP, project the transmission speed
of 1.5 Mbit/s.
Eigenschaften - MPI/DP - [RD/52.1) B

Allgemein |Adlessen| Belriebsarll Kunfiguratiunl Uhr |

Kurzbezeichnung: MPI/DP Eigenschaften - PROFIBUS Schnittstelle MPI/DF [RD/S2.1) |

Allgemein  Parameter |

Adresse: |2 'I Bei Arwvahl eines Subnetzes wird die

nachste freie Adiesse vargeschlagen

Hichste Adresse: 126
Hame: MPI/DP Ubertragungsgeschwindigkeit: 1.5 Mbit/s
— Schrittstell

Subnetz:

Tvp: FROFIELS n I =
-- nicht vemetat -

Adiesse: 2 FPROFIBUS] 1.5 Mbit/s

Vemetzt: Nein

Fommentar: Liozchen |

oK |

Ok Abbrechen | Hilfe |
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» Connect the SPB AMP (H) 41 from the catalogue to the available bus line via drag&drop to the

DP master system.

E:_'HW Konfig - [SIMATIC 300(1) (Konfiguration] - AMP41 PROFIsafe]
il Staton Bearbeiten Einfiigen Ziekystem  drsicht Eshas Fenster Hile

D258 % 3| e dda BHe] e

1 PS5 307 28 -
2 CPU 317F-2 PN/DP

AT M

X2 falgiol

FDO10xDC24V/28,

FDI24xDC24Y

i |

0 |

= '}

swhen [ o]

Erofl: [Standard

|

Schaligerate
Sensoik

SENTRON

SIMADYN

SIMATIC

SIMODRIVE

{1 SIMOREG

{1 SIMOVERT

(1 SINAMICS

{1 siFos

£ Weltere FELDGERATE

_l;l {3 Schaltgerdte
’ =)

ﬂ:‘ (1) AMPH)AT

| Bestalinummer / Bezeichnung

| Eade. [a. k.|

Steckplaiz | DP-Kennung
1 203

|PROFlsate

6.3 |26..3]
2%6.263 | |

2z | e

|PROFIbus

Driicken Sie F1, um Hilfe 2u ethalien.

= Encoder
B0 HUEBNER

-G AMPH)41
@ Universamodul
[ MHGPROFIsafe
@ HGPROFIbu:

| 1@ Husbner Encoder
© B Hustner Encader
{1 Gateway

=

Huebner PROFIsafe Encoder SMP(H)41

i

[Bnd

» When the SPB is connected to the master system, the desired address can now be planned in
the properties window for the PROFIBUS interface AMP (H) 41 inthe Parameter tab.

» Use the switch Properties.. 2 Network settings tab to select the desired transmission

rate (1.5 Mbit/s), and set the entry DP for the Profile.

Eigenschaften - PROFIBUS Schnittstelle AMP[H]41

i Paramel
Algemein  Paramete | Eigenschaften - PROFIBUS x|

Adresze: E b Aligemein  Metzeinstellungen |

Ubertragungsgeschwindigkeit: 1.5 1 Hichste R,
PROFIBUS-Adresse: 126 - ™ fnderr

Subnetz:

--- nicht vermetzt -
FROFIBUS[H] 1.5 Mbit/s

Profil

DOptionen... |

Standard
Univerzell [DP/FRS]
Berutzerdefinisrt

Busparameter. .. |

Abbrechen | Hife

UO-SPB1_ Manual-en_R6
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» In the Parameter tab, the operating mode =2 Safety mode according to
SIL3/AK5, 6 must be planned for the project for the digital output assembly. Confirm the
following window by pressing Close.

Eigenzchaften - FDO10:xDC24Y /24 - [RO/54) B

Allgemeinl Adreszen  Parameter |

Parameter | Wiert |
2142 Parameter I |
[Z] Betriebsart ‘ Sicherheitshetieh gemall SIL3 4 AKEE
F-Parameter Objekteigenschaften
3

«| | |

— Meldung

|Dbiekteigenschaften [2988:2075] Hilfetext |

Achtung, Sie haben eine sicherheitsrelevante ﬂ
! E Prajektierung geandert, wenn zie die Anderung
£ 3 |ibemehmen ist eine Neugenerierung des LI (Gehiezu |
Schiiepen | Speichen | ite |

» Inthe Parameter tab, in the Parameter - Assembly parameters = Supply group
1vs/3Vs folder structure, the entries Encoder supply via assembly and short
circuit test must be checked.

Eigenschaften - FDIZ24xDC24Y - [RD/55])

Allgemeinl Adreszen  Parameter |

Pararmeter et
=129 Parameter

(%] Betriebsart Standardbetrieb
[ F-Parameter

=+ Baugruppenparameter
-[£] Diagnosealarm 1
-[Z] Werhalten nach Kanaliehlem
Y Wersorgungsgruppe 1%s / s
(2] Geberversorgung uber Bau...
[E] Kurzzchlusstest

] Kanal0.12

] kanal1.13

] Kanal2, 14

] Kanal 3,15

] Kanal4. 16

] Kanal 5,17

L Wersorgungsgiuppe Vs / ds
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» The settings for channels 0,12 and 1, 13 remain unaffected. For the channels
2,14 / 3,15 / 4,16 and 5,17 the check under the entry Activated must be removed
for each channel.

Eigenszchaften - FDI124xDC24Y - [RD/S55) x|
Allgemeinl Adreszen  Parameter |
Parameter wiert :I
[ Kanal 0,12
[ Kanal 1,13
—H_3 Kanal 2,14
[Z] Akkiviert [}

(2] Auswertung der Geber
[Z] At der Geberverschaltung
-] Diskrepanzverhalten

L[Z] Diskrepanzzeit ms)

EHS Kanal 3,15

[Z] Aktiviert [
[Z] Auswertung der Geber
|-[Z] At der Geberverschaltung
-[Z] Diskrepanzverhalten

L[£] Diskrepanzzeit (ms)

EHZS Kanal 4,16

-(Z] Akbiviert [l
[Z] Auswertung der Geber
-[Z] Aut der Geberverschaltung
[Z] Diskrepanzverhalten

L[£] Diskrepanzzeit ms] LI

Abbrechen | Hife |

» Inthe supply group 2Vs/4Vs sub-folder, for all channels
6,18 / 7,19 / 8,20 / 9,21 / 10,22 and 11,23 the check under the entry
Activated must be removed for each channel.

Eigenschaften - FDI124xDC24Y - [RD/55]

Allgemeinl Adreszen  Parameter |

hﬂeter ert -]
LS Versorgungzgiuppe 24z / 4y's
-(Z] Geberversorgung Liber Baugruppe | []

-Z] Kurzschlusstest []
EH=H Kanal B, 18
-(E] Aktiviert ]

(Z] Auswertung der Geber
-(Z] Art der Geberverschaltung
-[Z] Diskrepanzverhalten
L[Z] Diskrepanzzeit [mz)
M= Kanal 7,19

-(E] Aktiviert ]
(Z] Auswertung der Geber
-(Z] Art der Geberverschaltung
-(Z] Diskrepanzverhalten
L[Z] Diskrepanzzeit [mz)
M= Kanal 8, 20

-(E] Aktiviert ]
(Z] Auswertung der Geber
-(Z] At der Geberverschaltung LI

4] [»
Abbrechen | Hite |

A RESET symbol is required for the digital input E 16.0 for the F-periphery Operator Acknowl-

edgement.

» To do so, right click the entry FDI24xDC24V in the rack or the slot and select Edit
symbols.... The symbol name Reset is entered under the Symbol column, and the data
type BOOL is then automatically adopted.
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» Update by pressing OK.

Il Symbole bearbeiten - FDI24xDC24Y

Adresse  /

Datertyp

Kommertar

16.0

BOOL

161

162

163

|

16.4

163

166

16.7

17.0

171

mmmm/m|m|m mm mm

17.2

=G R B

1

Symbole erganzen | Somnbal [eechen

Wit ‘0K bzw. 'Ubermnehmen’ wird die Symbaltabelle aktualisier:

Led Lo

Sortierung: Iﬂdresse aufsteigend

™ Spalten U, B, M, K, BK anzeigen

Obernehmen |

Abbreghen Hire |

7.3 Parameterisation

7.3.1 Setting the iParameters

» The iParameters can be set by marking the symbo1ls for the
SPB - Double click on the slot entry JHG-PROFIbus - Select the tab Configure.

[EHW Konfig - [SIMATIC 300{1) [Kenfiguration) -- AMP41 PROFIsafe]

@) Station Bearbeiten Einfiigen Zielsystem Ansicht Extias Fenster Hife METET
(DB &5 @ e bk @8 e
=i
P5 307 24 - 4
2 CPU 317F-2 PN/DP N —
xa 0 PROFIBUS[1) DP-Masterspstem (1] B [storrs
X PR
3 288 PROFIBLS P
1 FDO10MDE2AV/2 288 PROFINET 10
5 FDI24xDC24Y r SIMATIC 300
£ IMATIC 400
IMATIC HMI Station
IMATIC PC Based Contral 300400
B, SIMATIC PC Station
Eigenschaften - DP-Slave
[ i
- Adiesse / Kennung  Paramstriersn I
:I:l (1) AMPHMT
Parameter Wt
Steckplatz_| DPKernung | J
1 | em |JHG-FROFIsafe El=]
2 (I [HG-PROFIbus Geratespezifische Parameter
[£] Integrationszeit Safe 2
[Z] Integrationszeit Unsafe 20
[£] Fensterinkremente 1000
[Z] Stillstandtaleranz Preset 1
[£] Drehrichtung Varlauf
Hex-Parametriening
Driicken Sie F1, um Hille zu erhalten. [£] User_Prm_Data (0 bis 7) (00,04,01,00,03,00,02,00
(] User_Prm_Data (8 bis 12] 14.03.E8.01.01

Abbrechen | Hilfe

If deviating parameter values are required, as shown above, then an F_iPar CRC calculation
must be completed for this new parameter data set, see chapter 6.
The calculated value must then be entered in the parameter data set for F-parameters under

F_iPar CRC, see chapter 7.3.2.

UO-SPB1_ Manual-en_R6
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7.3.2 Setting the F-parameters

» The F-parameters can be set by marking the symbols for the SPB = Double click on the slot
entry JHG-PROFIsafe - Select the tab PROFIsafe

[ HW Konfig - [SIMATIC 300{1) (Konfiguration) -- AHP41 PROFIsafe]

@) Station Bearbelen Ennfigen Ziclystem Ansicht Egtias Fenster Hille _l5] x|
|DS5R B8 B e bda @D %8
1 PS 307 28 - Suchen: E‘ﬁl
2 CPU S17F-2PN/DP -
a A0 | PROFIBUS[1) DP-Masterspstem (1] e EE
X2 JF G ¥ PROFIBUS-DP
3 YT - 28 PROFIBUS-PA
4 [§ FOO10DEZ4V/28 B2 PROFINET IO
5 FDIZ4:DC24.
: | s
SIMATIC PC Based Control 300/400
B, SIMATIC PC Station
Eigenschalten - DP-Slave x|
q AdrEssEfKEmnungl Parametrierenn  PROFlsafe |
| 1) AR
Steckplaiz_| [] DFKennung | Besteliummer ¢ =
1 [ ;3 |{HG-PROFIsafe Parametername | et | Hex | ‘wiert andern |
z [ e [JHG-FROFIbus F_Check_Seqhr MoCheck
F_SIL SIL3
F_CRC_Length 3-Byte-CRC
F_Block_ID 1
F_Par_erzion W2-mode
F_Source_sdd 2002
F_Dest_add 503 1F7
F_w/D_ 128
Driicken Sie F1. um Hife 2 erhalten, _ 1132081116 43742FDC

Aktueller F-Parameter-CRC [CRCT) hesadezimal:

IAEES

Abbrechen | Hilie |

The value for the parameter F_iPar CRC is determined from the set parameter data set for the
iParameter and the calculated CRC value, see chapter 7.3.1.

The hardware planning is then complete. To ensure the security program can be generated au-
tomatically, the menu Station = Save and translate must be used to translate the
hardware configuration.

The HW Config can now be closed.
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7.4  Setting the missing (F) modules

The previously automatically created modules are available for viewing in the STMATIC Man-
ager project folder under:

AMP41 PROFIsafe = SIMATIC 300(1) = CPU 317F-2 PN/DP > S7-Program(l)
-2 modules.

All failsafe modules are highlighted yellow, to differentiate them from modules in the standard
user program.

W] SIMATIC Manager - AMP41 PROFIsafe 19 [=1 E3

Datei Beatbeilen Eirfiigen Zielsystem Ansicht Estias Fenster Hife

D@87 % e ae )% = E(E@E [k R vaE 25 m e

i AMP41 PROFlsafe - C:\Programme\Siemens\Step7\s7proj\Amp41_pr
&P AMP41 PROFIsafe
= SIMATIC 300(1)
=] CPU 317F-2 PM/DP
=] S7-Pragramm{1]
(@] Quellen

Dbjekiname Typ
@ Systemdaten - 5DB

3 0B1 38  Organisationsbaustein
£ FB1638 F_ID_CGP -2l 15744 Funklionsbaustein
& FB1639 F_CTARL_1 F-awl 9334 Funktionzbaustein
£ FB1640 F_CTRL_2 -2l 5552 Funktionsbaustein
£# OB1637 F_GLOBDE FDE 230 Datenbaustein

&3 DE1E3R FOOO2E_203 F-DE BE4  Imstanzdatenbaustei..
EFDB1639 FOOO0E_FDO10:DC24%_24  F-DB 664 Instanzdatenbaustei..

Symbolischer Name GidPe in Arbeisspei

Erstellsprache

Driicken Sie F1, um Hilfe 2u erhalten. [ |PC Adapterfbuta) [ [ A

7.4.1 Program structure

Access the F-CALL from the standard user program to enter the security program. The F-CALL
is accessed directly, for instance in the wake alarm-OB 0B 35.

The advantage of wake alarms OBs is that interrupt cyclical program processing in the OB 1 of
the standard user program at set intervals, for instance the security program is accessed and
processed at set intervals in a wake alarm OB.

After the security program is run, the standard user program is continued.

7.4.2 Fruntime group

For ease of use, the security program consists of an “F runtime group”. The F runtime group is a
logical construct from multiple associated F modules, formed internally by the F system.

The F runtime group consists of:

e an F-call module F-CALL, “FC1”

e an F-program module to which the F-CALL is assigned, “FC2”
e other F-FBs

e multiple F-DBs

e F-periphery DBs

e F-system modules F-SBs

e automatically generated F modules
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7.4.3 Generating object modules (OBs)

Then, the required organisational modules OB35 and OB82 to OB86 are generated.
» The organisational modules are inserted by right clicking in the project window Insert new

object = Organisational module.

The language in which all organisational modules is created is AWL .

QSIMATI[Z Manager - AMP41 PROFlsafe

Datei Bearbeiten Einfiigen Zielsysten Ansicht Extras  Fenster  Hife

D= |28 % Baw ain|[2 Bt

Objektname Symbolischer Name

Tvp

Erstellsprache

CHE SIMATIC 20001) 59 5ystemdaten

£ [@ CPU 37TF2PN/DP = op1
= &3 FB1630 F_I0_CGP il
& FE1639 F_CTRL_1 FwlL
&3 FB1640 F_CTRL_2 L
Ausschneiden Chle GLOBDB F.DB
Kopieren CHhC 0026_202 OB
Eirifiiger (ol [ 0008_FDO10:DC24V_24  FDE
Lisschen Del

jekt sinfligen Orc nsbaustein

Zielsystem Funktionshaustein

Unverdrahten, Funktion

Bausteine vergleichen.
Referenadaten 3
Bausteinkansistenz prifen .. i

Datenbatistein
Datentyp
Wariablentabelle

GroBe im Arbeitsspei. .

-

!
15744
9334
5552
230
B4
B4

SDe
Orgarisationsbaustein
Furktionshausteir
Funktionsbaustein
Funktionsbaustein
Datenbaustein
Instanzdatenbaustei..
Instanzdatenbaustei..

Drucken 3
Umbenenmen F2
Objekteigenschaften.. Alt+Retum
8 Spezielle Objekteigenschaften »
Fligt Drganisationsbaustein G
Eigenschaften - Organisationsbaustein | x|
Allgemein - Teil 1 |AIIgeme|n-TeM 2| Aufiute | Attribute |
HName: 0834
Symbolischer Mame:
Symbolkommentar: Eigenschaften - Organisationsbhaustein | x|
Erstelsprache: Bligemein - Teil 1 | Algemein - Teil 2| Auirufe | Atibute |

Fiojekipiad Mame [oeed |
Speicherart des Prajekts Symbolischer Mame:

Symbolkarmmentar: |

Erstellt am

Zuletzt gesndert am: Erstellsprache: Bl B3 Eigenschalten - Diganisationshaustein B
Kammentar Projekipfad Aligemein - Teil 1 | Allgemein - Teil 2| Autufe | Atrbute |
Speicherort des Projekts: |=SProgrammesSiemer s [oesd

Gl Sumbolizcher Name:
Erstellt am: 02052013 15:45:28

Zuletzt getindert am: 02052013 164520 Spmbokemmentar |
Kammentar Erstellsprache: 0 T
Proekipfad: |

Speicherort des Projekts: | ProgiammeySiemensStep? vs7 propmpd1_pr

Code Schrittstelle

Erstellt am 02062013 154616
Zuletzt gedndert am. 02052013 154516 02.05.2013 15:46:16
Kommentar: =

I
Abbrechen Hilie

50
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7.4.4 Generating the functions (F-FCs)
Then, the required functions FC1 and FC2 are generated.

» The functions are inserted by right clicking in the project window Insert new object -
Function.

The language for FC1 is F-CALL, for FC2 F-FUP.

K] SIMATIC Manager - AMP4 PROFlsafe M [=] E4
Datei Beatbeiten Eirfiigen Zislsystem Ansicht  Estias  Fenster Hile
D28 & B e |dn 955 [<FamFler-
2 AMP#1 PROFIsafe - C:\Progiamme\Siemens\Slep7\s?projAmp41_pt
Bp AMF41 FROFlsafe Dbjektname
Sl SIMATIC 30001) 5 Systemdaten - SDB
- oruz7raenoP o 0B 38 Organisationsbaustein
i) 57'P'°9rm’"”1 o 0835 CYC_INTS AL 3 Drganisationsbaustein
(B3] Duuellen i3 0B62 1/0_FLT1 WL 38 Organisationsbaustein
@ 3 DBE3 1/0_FLT2 AwL 38 Organisationsbavstein
Ausschnsiden Dt CRU_FLT AL 38 Organisationsbaustein
Kopieren CHieT OBNL_FLT AL 38 Organisationsbaustein
Eirfiigen il RACK_FLT AwL 38 Organisationsbavstein
Lo ba F_I0_CGP FAwL 15744 Funktionsbaustein
osenen i F_CTRL1 Fawl 9334 Funktionsbaustein
ikt einfligen Organisationsbaustein FoAwil 5552  Funklionsbaustein
Zislsystem b Funktionshaustsin FDB 230 Datenbaustein
I FOB 864 Instanzdatenbaustei
Winszdfelits. DR 24 FDB 664 Instanzdatenbaustei..
Bausteine verglsichen.
Datentyp
Reterenzdaten
j ) Variablentabells
Bausteinkansistenz prifen ...
Drucken »
Umbenennen F2
Dbiskteigenschalten AltsHetum
Speziells (bjskteigenschalten 3
Fiigt Funktion an der COTSOSIGTeNT 4

Eigenzchaften - Funktion x|

Allgernein - Teil 1 | Allgemein - Tel 2 | Aufrufe I Altribute |

FC1

——

Syrbalkammentar; I

I Eigenzchaften - Funktion %]

Mame:

Symbolischer Hame:

Erstellzprache:

Projektpfad [ Aligemein - Teil1 | Algemein - Teil 2| Aufiufe | Attibute |
Speicherort des Projekts: IC:\Pngram Mame: FCz2
Ceib Symbolischer Mame:
Erstellt arn: 02.05.2013
Zuletzt gedndert am: 02.05.2013 Symbolkommentar: I

Kommentar: Erstellsprache:

T -

Projektpfad: I

Speicherort des Projskts: |EI:\Proglamme\Siemens\Step?\s?proi\Ampﬂ7pr

Code Schnittstelle
Erstellt arm: 02.05.2013 155833
Zuletzt geandert am 02.05.2013 155833 02.05.2013 15:58:33

K.ommentar:

atbrecen | Hile |
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7.4.5 Programming the F-modules
Then programming and adjustment are carried out for the modules 0B35, FC1 and FC2.
» The security program can be accessed in OB35 by double-clicking the object name entry 0B35

in the project window. The instruction CALL FC1 must be entered in the window
KOP/AWL/FUP which opens. Then save the entry and close the window again.

OB35 - "Cyclic Interrupt"

Eommentar:

Eommentar:

| CALL FC 1

The variable ACK_REI of the F-periphery DB must be connected to the digital entry E 16.0

RESET of the digital input assembly for operator acknowledgement of the F-periphery after cor-

recting errors. The function FC2 must be programmed accordingly for this purpose.

» An And box must be inserted from the symbol bar and the second entry must be assigned
the Reset symbol.

FCEZ : Titel:

Foumentar :

M: 1l = Acknowledgement for re-integration

Foument ar :

R D

r

% @ F00008_FDO10xDC24V_2h | FB 1638 DB
L % @ rooozs_zos FE 1638 DB
% (B F_GLOEDE DE 1637 LE

N
1] | i
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» Two assignments are inserted from the symbol bar, one assignment is assigned to the
variable "F00008...".ACK_REI and the other to the variable "F00026..." .ACK REI.

FCz : Titel:

Fommentar :
m: 1 = Acknowledgement for re-integration
Fonmentar:
"FOO00E_
FDO10xDCZ4
V_zhn.
ACK_RET
- & =
- TEEEEN
"FOOOODS_FDOl0xDCZ4V_2A". ACK_RET
& @ FO000E_FDOLDXDC24V_24 FE [~
= FOOO0S_FDOLOxDCZ4V_Z4 ACK NEC Bool
W F("FOO0ZE_2z03". ACK_REI
@ ri & @ FO000E_FDOLOXDC2AV_2A FE il
@ r 2 i@ Foonze_zos FE
1] ® FOODZ6_203. ACK_NEC Eool
i ACE RET
B FOODZ6_203. ACE_REQ Bool
@ FOO026_203. TPAR_EN Bool |
4] | v

» Then, the Assignment that is not yet interconnected is interconnected to the output of the
And-box Vvia a branch. Save the programming and close the window.

FCZ : Titel:

Hommentar:

m: 1 = Acknowledgement for re-integration

Hommentar:

"FOOO008_
FDOL10xDCZ4
V_ZA".
ACK_BET

- MBesen”

"FOOOz&_
Z03".
ACK REI
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» Determine the run time group using the function FC1. In the field Max cycle time of the F-
run time group in ms: enter the value 400 and confirm with OK. Also confirm the window
Edit F run time groups which opens by pressing OK.

=4 Meue F-Ablaufgruppe festlegen
F-CALL Baustein: FC1 -
F-Programmbaustein: FC2 =

1-DE fiir F-Programmbausztein: I
Max. Zukluszeit der F-Ablaufgruppe in ms: Im
DE fiir F-Ablaufgruppenk omruilation: I vl

Abbrechen | Hite |

Programming and adjustments are then complete.

7.5 Generating the security program
» To create the security program, enter the dialogue Security programinthe SIMATIC
MANAGER = using the Extras menuand Edit security program. Press the
Generate button to translate and generate the security program.

#H Sicherheitsprogramm - AMP41 PROFIsafe\SIMATIC 300(1)ACPU 217F-2 PN/DPA\S 7-Programm(1]

Offline |gn|ine
Baugruppentrager. 0 Steckplatz: 2 Aktueller Modus:

Gesamtzsignatur aller F-B austeine mit F-Attibut des Bausteincontainers: 41COBBC nicht bekannt
o

Gesamtzsignatur des Sicherheitsprogramma:

Aktuelle Generienng: ? Sichetieitsbetiet. |

Dias Sicherheitspragranmm wurde seit der letzten Generierung geandert.

F-Bausteine:
F-&blaufgruppe/F-B austein Spmb. Mame Funktion im Sicherheitspro| Signatur Kniow How 5 WYergleichen... |
- Sicherheitzprograrnm
EH ) FAblautgrppe FC1 Berechtigung |,|
EH Gesamt
g F-LALL 31CA - F-Ablaufaruppen |
ff Fc2 F-Programmbaustein 25CC Il
ﬁ' FB1638 F_I0_CGP F-Systembaustein EDAZ Ird
ﬁ' FE1E39 F_CTRL_1 F-Systembaustein B04C Ird
ﬁ' FE1E40 F_CTRL_2 F-Spstembaustein 40BA, I
H oBiEaT F GLORDB  |F-GiobaFDE A4 53 Lodern ||
I DB FOO026_203 | F-Peipherie-DB CEZE Ird
I DEIE3 FO0002_FDO... |F-PeripherieDE 21F5 Ird Logbuch |
Dirucken |

Schlieben | Hilfe: |

If the translation is successful, 0 warnings will be displayed and the window can then be closed.
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Now, all required modules are displayed in the project window:

K/ SIMATIC Manager - [AMP41 PROFIsale — C:\Programme\Siemens\Step7\s7proi\ampa1_pr]
B9 Datei Beabeien Einfiigen Zilsystem Ansicht Extias Fenster  Hille 1@ x|
D@ 84 B0 e % % & |[<KenFiter> % TaEREm e
= 2P AMP41 PROFlsa Objekiname [ Symbolischer Name [ Erstelisprache | Grde im Arbeitsspei... | Tup |
B SIMATIC 30001] {50 Systemdaten -~ 5DB
= [ CPU 3TTF2 PNADR £ 081 38 Oigarisationsbaustein
EHED S7Programm() £ 0835 CYC_INTE L 52 Drganisationsbaustein
(£ Duellen o 0B 1O_FLT1 Al 3 Diganisationsbaustsin
o 0883 1/0_FLTZ AL 3 Oiganisalionsbaustein
o 0834 CPU_FLT AL 38 Organisationsbaustein
o 0885 OBML_FLT AL 38 Oiganisationsbaustein
o088 RACK_FLT AL 38 Organisalionsbaustein
el FI0_CGP Fobil 15744 Funktionsbaustein
&3 Fe1E39 F_CTRL1 Fabwil 9334 Funktionsbaustein
53 FE1640 F_CTRL2 Fail 5552 Funktionsbaustein
&3 FE164 F_DIAG_N Fotil 984 Funktionsbaustein
S FE164Z Fatwil 98 Funklionsbaustein
ZFC F-CaLL 338 Funktion
oHFC2 F-FUP 56 Funklion
S DB1ET F_GLOBDE FDE 272 Datenbaustein
£ DB1638 FO0D26_203 F-D8 664 Instanzdatenbaustel
&3 DB1E39 FO0D0S_FDO10:0C24v_24  FOB B84 Instanzdatenbauste..
53 DB1E4D D8 36 Instanzdatenbauste
3 DB164 F-D8 726 Instanzdatenbausti
S DB1ESZ FDE 38 Dalenbaustein
£ DB1643 F-D8 40 Instanzdatenbauste
&3 DB164 F-DB 6 Datenbaustein
S DB1ES FDE 43 Instanedatenbauste..
3 5FCT4 DPRD_DAT Al — Systemfunktion
&3 5FC15 DPWR_DAT AL — Systemfunktion
F=Xaen] DIS_4IRT AL ~ Systemfunktion
&3 5FCe2 EM_AIRT Al ~ Systemfunktion
S SFC4E TP AL ~ Systemiunktion
&% SFCS1 ADSYSST Al - Systemfunktion
K| I
Driicken Sie F1, um Hiffe zu sthakten [ |PC Adaptertbuta) [ A

7.6 Load security program

After the security program has been generated, it can be loaded to the F-CPU. We recommend
transferring the entire security program to the F-CPU in STOP operating mode. This ensures
that a consistent security program is loaded. Loading is completed as follows:

Menu Extras = Process security program - switch Load.

7.7 Test security program

After creating the security program, a complete functional test must be completed according to
the automation task in question.

After changes are made to a security program that has already undergone full functional testing,
it is sufficient to just test the changes.

8 Access to the safety-related data channel

Access the safety-related data channel in the module JHG-PROFIsafe via the process map, as
for a standard peripheral device. Direct access, however, is not permitted. Access to the safety-
related data channel of the SPB is allowed only from the created F-runtime group.

The actual communication between the F-CPU (process map) and SPB to update the process
map is hidden in the background via the PROFIsafe protocol.

The SPB covers a larger area of the process map than necessary for the function of the SPB in
the JHG-PROFIsafe module due to the PROFIsafe protocol. The F-Parameter-Block con-
tained there in the process map is not considered part of the user data. When accessing the
process map in the security program, access is permitted only to the user data itself.

8.1 Output of passivated data (substitute values) in case of an error

The safety function requires, that the substitute value (0) is used when passivating in the safety-
related channel in the module JHG-PROFIsafe in the following cases, instead of the cyclically
output values.

This status is reported via the F-Periphery DB WithPASS OUT = 1, see below.
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8.2

When starting up the F system

When there are errors in safety-related communication between the F-CPU and SPB via
the PROFIsafe protocol

When the value set for iParameters for the window increments has been exceeded, and/or
the internally calculated PROFIsafe telegram is faulty

When the permitted ambient temperature range indicated under the relevant article number
has been exceeded or has not been met

When the SPB is unplugged in RUN mode, the F-Host is reconfigured, and then the SPB is
plugged back in

F-periphery DBs

During translation in HW Config, an F-Periphery DB is generated for each F-peripheral de-
vice, SPB and digital output assembly.

In relation to the created security program, see chapter 7, this are the modules DB1638 for the
SPB and DB1639 for the digital output assembly.

The F-periphery DB contains variables that can be analysed in the security program or that can
or must be written. The exception is the variable DIAG, which can only be analysed in the stand-
ard user program.

Changing the initial/actual values of the variables directly in the F-periphery DB is not possible,
since the F-periphery DB is Know-How protected.

The variables of the SPB F-periphery DB must be accessed in the following cases:

Operator acknowledgement of the SPB after communication errors or after the start-up
phase

When executing the preset function
When analysing whether passivated or cyclical data is output

When the cyclical data of the JHG-PROFIsafe module should be passivated depending on
specific states of the security program, such as group passivation
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8.2.1 SPB F-periphery DB “DB1638” - Overview of variables

Data Function Access

Variable
type

1 = Passivating the cyclical of the JHG-
PASS ON BOOL |PROFIsafe module viathe security
program

read/write
Default value: 0

1 = Acknowledgement for Operator
ACK_NEC BOOL |acknowledgement, required for F-
periphery errors

read/write
Default value: 1

1 = Acknowledgement for Operator
ACK_REI BOOL |acknowledgement after communication
errors or after the start-up phase

read/write
Default value: 0

Variable for executing the i
IPAR_EN BOOL . g read/write .
Preset function Default value: 0
PASS OUT |BOOL |Passivation output read
QBAD BOOL |1 = Substitute values are output read

1 = Acknowledgement request for

AESINEY, 2OCL Operator acknowledgement L
1 = Executing of the preset function

IR I SOk completed successfully fee
Service information, only available in

bUSE AU the standard program e

OBAD_|_ xx BOOL 1 = Substitute values are output on the read
input channel

OBAD O xx |BOOL 1 = Substitute values are output on the read

output channel

8.2.1.1 PASS ON
The variable PASS ON = 1 can be used to passivate the safety-related data of the JHG-
PROFIsafe module, depending on certain states in the security program. Passivation is not
handled directly in the SPB; instead, the status of these variables is registered by the FHost and
the host then activates passivation first via the data in the security program. The SPB continues
to output cyclical data.

If passivation is completed via PASS ON = 1, the preset function is switched off.
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8.21.2 ACK_NEC
The official use of this variable would be an operator acknowledgement for the SPB after F-pe-
riphery errors. However, there is no process defined for the SPB for which this process is per-
mitted. For security reasons, these errors must be corrected first, and then the supply voltage
must be switched OFF/ON, see chapter 10.

8.2.1.3 ACK_REI
If the F system detects a communication error for the SPB, the SPB is passivated.

For an operator acknowledgement of the SPB after correcting the error, a positive flank is re-
quired on the variable ACK_RETI of the F-periphery DB, which is linked to the input of the digital
output assembly - E 16.0, Symbol name: “RESET”

An operator acknowledgement is required:

e After communication errors

e After the start-up phase

Acknowledgement is only possible if the variable ACK_REQ = 1.

An operator acknowledgement must be provided in the security program for each F-periphery
via the variable ACK REI. This specification has already been taken into consideration for the
SPB or digital output assembly.

8.2.1.4 IPAR_EN
The variable IPAR EN is used to execute the preset function.
The process sequence for executing this function is described in chapter 9.

An exact description of when the variable must be set/reset during reconfiguring failsafe DP
Normslaves/IO Normdevices is provided in the PROFIsafe Specification from V1.20 or docu-
mentation on the failsafe DP Normslave/IO Normdevice.

O NOTE!
1 IPAR_EN = 1 does not trigger passivation of the SPB!
Observe the warning in section 9 with respect to executing the preset.

8.2.1.5 PASS_OUT/QBAD/QBAD_I_xx/QBAD_O_xx
The variables PASS OUT =1 and OBAD = 1 indicate a passivation of the SPB.

The F-System sets PASS OUT, QBAD, OBAD I xx and OBAD O xx =1, for as long as the
SPB outputs substitute values (0) instead of the cyclical values.

If passivation is carried out via the variable PASS ON = 1, however, only OBAD, QOBAD I xx
and OBAD O xx =1 are set. PASS_OUT does not change its value in case of passivation via
PASS ON = 1. PASS OUT can, therefore, continue to be used for group passivation of further F-
periphery devices.

8.21.6 ACK_REQ
If the F system detects a communication error for the SPB, the SPB is passivated. ACK REQ =1
signals that an operator acknowledgement of the SPB is required.
The F-System sets the variable ACK_REQ = 1 once the error has been corrected and operator
acknowledgement is possible. After acknowledgement, the variable ACK_REQ is reset to 0 by
the F-system.
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8.21.7 IPAR_OK
The variable IPAR OK is used to indicate successful execution of the preset function. The pro-
cess sequence for executing this function is described in section 9. An exact description of how
the variable can be analysed during reconfiguring failsafe DP Normslaves/IO Normdevices is
provided in the PROFIsafe Specification from V1.20 or documentation on the failsafe
DP-Normslave/lIO Normdevice.

8.2.1.8 DIAG
The variable DIAG is used to provide non-failsafe 1-byte information regarding errors that have
occurred for service purposes. Access in the security program to this variable is not permitted.
Encryption and use of this variable are described in the SIEMENS manual S7 Distributed
Safety - Project planning and programming, document order number: ASE00109536-04.

8.3 Access to variables of the F-periphery DBs
During translation in HW Config, an F-Periphery DB is generated for each F-peripheral de-
vice, SPB and digital output assembly, and a symbolic name is also entered into the symbol ta-
ble.
The symbolic name is formed from the fixed prefix “F”, the initial address of the F-periphery and
the Object propertiesin HW Config for the name entered for the F-periphery device, a
max. of 17 characters.
Variables for the F-periphery DB of an F-periphery device can only be accessed from an F
runtime group and only from the F runtime group from which access to the channels of these F
periphery devices is provided, if there is access.

The variables of the F-periphery DB can only be accessed by providing the symbolic name of
the F-periphery DB and the name of the variable: “Fully qualified DB access”

Ensure that, in the SIMATIC Manager, inthe FUP/KOP-Editor and the menu Extras -
Settings.. the option “Cross access from error report” is not activated in the General tab.
Otherwise, access to variables of the F-periphery DB will not be possible.




HUBNER JO-SPB-1

Operating and configuration manual

8.4 SPB - Passivation and operator acknowledgement

8.4.1 After starting up the F system
After starting up the F system, communication between the F-CPU and SPB via the PROFIsafe
protocol must be established. The SPB is passivated during this time.
While using the substitute value (0), the variables are QBAD, PASS OUT, QBAD I xx and
OBAD O xx =1,
Operator acknowledgement of the SPB, e.g. the output of cyclical data to the failsafe outputs,
occurs independent from the standpoint of the F-host from the setting for the variable ACK NEC
, and automatically at the earliest after the 2nd cycle of the F-runtime group after starting up the
F system. Depending on the cycle time of the F-runtime group and PROFIBUS-DP, operator
acknowledgement is only possible after several cycles of the F runtime group.
If it takes longer to establish communication between the F-CPU and SPB than the monitoring
time set for the F-periphery in
HW Configinthe Object properties dialogue, then there will be no automatic operator
acknowledgement. In this case, operator acknowledgement with a positive flank on the variable
ACK_RETI of the F-periphery DB is required, which is linked to the input of the digital input as-
sembly - E 16.0, Symbol-Name: “RESET".

8.4.2 After communication errors

If the F system detects an error in safety-related communication between the F-CPU and SPB
via the PROFIsafe protocol, then the SPB is passivated.

While using the substitute value (0), the variables are OBAD, PASS OUT, QBAD I xx and

OBAD O xx =1.

Operator acknowledgement of the SPB, e.g. an output of cyclical data to the failsafe outputs, is

completed only if:

e There are no more communication errors and the F-System has set the variable ACK_REQ
=1.

e An operator acknowledgement with a positive flank on the variable ACK_REI of the F-pe-

riphery DB has been completed, and is linked to the input of the digital input assembly > E
16.0, Symbol-Name: “RESET".

9 Preset function

WARNING! CAUTION!
Q Danger of death, serious physical injury and/or property damage due to un-
)

controlled start-up of the drive system when executing the preset function.
e The associated drive systems must be locked against automatic start-up

¢ We recommend securing triggering of the preset by the F-host through further
protective measures, such as a key switch, password query, etc.

e After executing the preset function, check the new position

The preset function is used to set the current output position value to any position value within
the measurement range. This makes it possible to set the displayed position to a machine refer-
ence position through purely electronic means.
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Executing the preset function is a critical process, since the resulting jump in actual value, for
instance when using a controller, may result in uncontrolled machine movements. Therefore,
the preset function may only be executed when the system component in question is at a se-
cure standstill. After completing the preset process, check whether the position output by the
SPB matches the position transferred to the SPB.

The preset function is already locked in the SPB and can only be activated via the variable
IPAR EN in the F-periphery DB DB1638. Even if all the pre-conditions are fulfilled from the
standpoint of the F-Host, the preset function is only executed if the SPB's shaft is stopped. A
certain amount of flank jitter, however, - for instance due to machine vibrations - is permitted
within a tolerance window. This tolerance window can be set via the iParameters Standstill
tolerance preset, see chapter 5.6.2.4.

9.1 Procedure:
» Requirement: The SPB is engaged in a cyclical data exchange.

» The tabs Preset Multi-Turn and Preset Single-Turn in the output data of the JHG-
PROFIsafe module are set with the desired preset value.

» The F-Host must set the variable ITPAR EN in the F peripheral DB to 1. The rising flank then
switches the SPB to ready to receive.

» Arising flank in bit 2° Preset Request in the Control tab adopts the preset value. Receipt
of the preset value is acknowledged in the Status tab by setting the bit 2° Preset Status.

» After receiving the preset value, the SPB checks whether all requirements to execute the

preset function are fulfilled. If this is the case, the specified value is written as a new position
value. If there is an error, execution is denied and an error message is output via the Status

tab by setting the bit 2*° Error.

> After successfully executing the preset function, the SPB sets the variable iPar OK =1 in the
F peripheral DB and thereby indicates to the F-Host that preset execution is complete.

» The F-Host must reset the variable TPAR EN in the F peripheral DB to 0. The falling flank then
also resets the variable iPar OK and the bit 2° Preset Status in the Status tab. The bit
2° Preset Request in the Control tab must be reset manually.

» Finally, the F-Host must check whether the new position corresponds to the new target
position.
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10 Troubleshooting and diagnostics

10.1 Visual displays
Assignment and location of status LEDs, see chapter 4.4.2.

LED1 Cause Corrective action
No power supply Check the power supply, wiring
off
Hardware error, SPB defective Replace SPB

e The SPB could not synchronise
with the F-Host during the start-up

phase, and requests an operator | A positive flank is required on the varia-

flgf:égg acknowledgement. ble ACK_RET of the F peripheral DB for

3x with 5 Hz |*® An error in safety-related commu- operator acknowledgement of the SPB,
nication or a configuration error  |S€e sec. 8.4.

was detected and has been cor-
rected.

e Check the PROFIBUS address set via
the hardware switch. The address set
there indicates the required PROFIs-

flashing  |F configuration faulty, e.g. PROFIs- | afe target address + 500, (see chapter

green afe target address set incorrectly “Bus addressing” in the operating and
1 Hz F Dest Add assembly manual).

e Compare the required safety class
F SIL for the system and SPB, see
sec. 5.6.1.2.

SPB ready for operation, connection
to with the PROFIBUS master estab- |-
lished.

e The PROFIBUS address set via the
hardware switch must match the
flashing . planned PROFIBUS address.
yellow/red |° rpeiﬁ)yFlBUS address set incor e The checksum calculated for the set
1Hz . iParameter set is incorrect, or was not
* Incorrectly planned F_iPar_CRC taken into account in project planning,
value see chapter 6

e No connection to the PROFIBUS
master

A safety-relevant error was found. ¢ To restart operation of the SPB after

The SPB was transitioned to a passivation, the error must first gener-

failsafe state and outputs its ally be corrected, and then the supply

passivated data: voltage must be switched OFF/ON.
red e Use the variable DIAG to attempt to

limit the error
Section 8.2.1.8.

e Check whether the value set for the
parameter F WD Time is suitable for

Error in safety-related communica-
tion
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LED1 Cause Corrective action

the automation task, see chapter
5.6.1.7

e Check whether the PROFIBUS con-
nection between the F-CPU and SPB
is disrupted.

Check whether the value set for the pa-
rameter Window increments is Suita-
ble for the automation task, see chapter

The value set for the parameter
Window increments was ex-
ceeded.

5.6.2.3
The permitted ambient temperature |Suitable measures must be taken to en-
range was exceeded or was not sure that the permitted ambient tempera-
met. ture range can be upheld at all times.

The SPB was unplugged in RUN The configuration may only be transmit-
mode, the F-Host is reconfigured, ted to the SPB in STOP state during the
and then the SPB is plugged back in |start-up phase.

Supply voltage OFF/ON. If the error per-
sists after these measures, the SPB
must be replaced.

The internally calculated PROFIsafe
telegram is faulty.

The PROFIBUS address set via the

A —— Valid PROFIBUS addresses: 1 — 99

10.2 Using PROFIBUS diagnostics

The PROFIBUS masters provide process data to a so-called host system, such as a PLC CPU
in a PROFIBUS system. If a slave cannot or can no longer be accessed on the bus, or if the
slave reports a fault, then the master must inform the host system of the fault in some manner.
There are several ways to do so, and the application in the host system alone is responsible for
analysing these.

Generally, a host system cannot be stopped if just one component on the bus fails; instead, it
must react to the failure in a suitable manner according to safety requirements. Normally, the
master first provides the host system with a diagnostic overview, which the host system reads
from the master in a cyclical fashion, and which is used to inform the application of the status of
the individual devices on the bus. if a device in the diagnostic overview is reported to have a
fault, the host can request additional data from the master (slave diagnostics), which will then
allow for a more detailed analysis of the causes of the fault. These notifications can then have
been generated by the master if the slave in question does not, or no longer answers requests
from the master, or can come directly from the slave if the slave itself reports a fault. Generating
or reading the diagnostic message between the master and slave runs automatically and does
not have to be programmed by the user.

The SPB delivers an expanded diagnostic message with module status information in addition
to the standard diagnostic information.
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10.2.1 Standard diagnostics

The diagnostics in accordance with the DP standard are structured as follows. Information is al-
ways provided from the perspective of the master to the slave.

Byte no. Meaning
Byte 1 Station status 1
Byte 2 Station status 2
Standard di- | Byte 3 Station status 3 _
ti General section
agnhostics Byte 4 Master address
Byte 5 Manufacturer code Hl-byte
Byte 6 Manufacturer code LO-byte
Byte 7 Length (in bytes) of the extended
Expanded diagnostics, including this byte Device-speific
diagnostics | Byte 8 to Additional device-specific additions
Byte 241 (max.) | diagnostics
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10.2.1.1 Station status 1
Standard diagnostics byte 1

Bit Description
Bit 7 Master Lock Slave was configured by another master (bit was
— set by the master).
Bit 6 Parameter Eault The last transmitted parameter telegram was
- rejected by the slave.

Bit 5 Invalid_Slave Response Set by the master if the slave cannot be addressed.

Bit 4 Not_Supported Slave does not support the requested functions.

Bit 3 Ext_Diag Bit = 1 means that there is an expanded diagnostic
message from the slave.

Bit 2 Slave_Cfg_Chk_Fault The configuration ID(s) sent by the master were
rejected by the slave.

Bit 1 Station_Not_Ready Slave is not ready to exchange cyclical data.

Bit O Station_Non_Existent ESE slave was planned, but does not exist on the

10.2.1.2 Station status 2
Standard diagnostics byte 2

Bit Description
Bit 7 Deactivated Slave was removed from the Poll list by the master.
Bit 6 Reserved
Bit 5 Sync_Mode Set by the slave after receiving the SYNC
command.
. Set by the slave after receiving the FREEZE
Bit 4 Freeze Mode command.
Bit 3 WD_On Address monitoring of the slave is activated.
Bit 2 Slave_Status Always set for slaves
Bit 1 Stat_Diag Statistical diagnostics
, The slave sets this bit when it needs to be re-
Bit O Prm_Req ; .
parameterised and reconfigured.

10.2.1.3 Station status 3
Standard diagnostics byte 3

Bit Description
Bit 7 Ext_Diag_Overflow Overflow during extended diagnostics.
Bit 6-0 Reserved

10.2.1.4 Master address
Standard diagnostics byte 4

UO-SPB1_ Manual-en_R6
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The slave enters the station address of the master that first sent a valid configuration telegram
in this byte. For the PROFIBUS to function correctly, the configuration and parameterisation in-
formation for multiple masters must match exactly if there is congruent access to multiple mas-
ters.

10.2.1.5 Manufacturer code

Standard diagnostics byte 5 + 6

The slave enters the manufacturer-specific ID number in this byte. This is unique for each de-
vice type, and is reserved and saved for the PNO.

The ID number of the SPB is OxOE3F.

10.2.1.6 Length (in bytes) of the extended diagnostics
Standard diagnostics byte 7

If there is additional diagnostics information available, then the slave enters the number of bytes
here (including this one) to follow in addition to the standard diagnostics.

10.2.2 Extended diagnostics

In addition to the diagnostic message in accordance with the DP standard, the SPB also deliv-
ers an extended diagnostics message that contains the module status:

Status block

Byte 7 Byte 8 Byte 9 Byte 10 Byte 11
Header Status type Slot no. Status ID Module status
0x09 0x82 Ox__ 0x00 0x00 or 0x03
e Header:

Number of bytes in addition to the standard diagnostics, including this byte 7

e Status type:
Status block with module status

e Slot no.:
The faulty slot number
e Status ID:

No further differentiation
e Module status:

» 0x00 = valid data from this module
» 0x03 = invalid data, missing module — Reported by the SPB if there is a CRC error in the
F parameters or iParameters.

O NOTE!
l Bytes 12 to 15 are reserved for service purposes.

UO-SPB1_ Manual-en_R6
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11 Functional safety

11.1 Safety parameters
Determined parameters according to DIN EN 1SO 13849-1.

Ar?S:;eC_ Category L MTTFp|a] Service life
(Z-él-k?;nznel) s d 303.0 20 years

Parameters set according to IEC 61508 and DIN EN 62061.
PFDav PFH [FIT]| DCayg[%] SIL

2
3.66E-05 0.42 95.9 (high de-
mand)

Calculations for the safety parameters of the overall system are provided in the configuration
manual.

11.2 Information on functional safety

11.2.1 Safe state

If a safe position cannot be output due to an error detected by the SPB, the PROFIsafe data
channel is automatically switched to a failsafe state. In this state,

PROFIsafe outputs so-called “passivated data”. see chapter 8.1
Passivated data is:

o PROFIsafe data channel: All outputs are set to 0.

¢ PROFIsafe status: Error bit 2* Device_Fault is set.

¢ PROFIsafe-CRC: valid

When passivated data is received, the F-Host must transfer the system to a safe state.
This error state can only be exited by correcting the error and then switching the supply
voltage off and back on again.

The process data channel addressed via PROFINET-IO is not necessarily affected by this. If the

internal diagnostics in the master channel do not detect an error, process data will continue to
be output. This data, however, is not secure in the sense of a security standard.
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11.2.2 Required security reviews / measures

Measures during commissioning, changes

Error reaction
F-Host

Application-dependent configuration or
determination of required i Parameters, see
chapter 6.1.

When parameters are changed, check
whether the measure is executed as desired.

STOP

Review by F-Host

Error reaction
F-Host

Cyclical consistency check of current safety-

drops, etc.

related data from the JHG-PROFIsafe STOP

module with previous data.

Travel curve calculation and monitoring using

the cyclical data from the JHG-PROFIsafe STOP

module.

Monitoring of cyclical data from the Receipt of
JHG-PROFIsafe module or process data passivated data
from the JHG-PROFIsafe module. -> STOP
Timeout: Monitoring of SPB answer time. For

reviewing, for instance, broken cables, voltage | STOP

12 Accessories

12.1 Replacement parts

Designation Order number
USB programming cable ID 69629
PROFIBUS terminal

(M12 plug, B coded, 220 Q) ID 68746

(The PROFIBUS termi-
nal is not included in
the scope of delivery)

UO-SPB1_ Manual-en_R6
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13 Transportation, packaging and storage

13.1 Transportation safety information

CAUTION!
' Property damage due to improper transportation!

° These symbols and information on the packaging must be observed:
Do not throw, risk of breakage, protect against wetness

13.2 Incoming goods controlling

The delivery must be checked promptly for transportation damage and to ensure it is complete
upon receipt.

If there is transportation damage, the carrier must be informed directly upon delivery (take pho-
tos as evidence).

13.3 Packaging (disposal)

Packaging will not be taken back, and must be disposed of according to applicable statutory
specifications and local regulations.

13.4 Storing packages (devices)

y ‘ (Protect against wetness!
Protect packages against wetness, store in a dry and dust-free location.

In case of long storage times (> 6 months), we recommend packaging the devices in protective
packaging (with desiccants).

13.5 Returning equipment
(repair/goodwill/warranty)

Service requests (repair/goodwill/warranty) can be initiated directly via the following online form:
https://www.huebner-giessen.com/en/service-support/after-sales-service/

There you will also find contact details for our service, as well as questions and answers regard-
ing the processing.

Devices that have come into contact with radioactive radiation or materials will not be taken
back.

Devices that have come into contact with biological or chemical substances that could be haz-
ardous to health must be decontaminated before they are returned.

A clearance certificate must be enclosed.

13.6 Disposal

The manufacturer is not obligated to take back the devices.

The module must be treated as special electronic waste, and must be disposed of according to
specific national law.

Local municipal authorities or speciality disposal companies can provide information on environ-
mentally-appropriate disposal.
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14 Documents
14.1 Dimensional drawing

126

110

100

Tragschienenmontage passend fir Hutschiene
EN 50022 mit 35 mm Héhe

Rail mounting suitable for top hat rail

EN 50022 with 35 mm height

Status LED—__ |

Einbaustecker M12x1 5pol. B-codiert
panel connector M12x1 5pin. B-code

Drehcodierschalter zur Busadressierung T
Rotary coding switch for bus addressing

Bus Status LED/

L6 o

PROFIBUS IN

PROFIBUS OUT

©

Einbaubuchse M12x1 5pol. B—codiert/
panel jack M12x1 5pin. B-coded

UO-SPB-1

1: Status
2: Bus Status

H

s

D (0,
@

Verschlusskappe
sealing cap
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14.2 Wiring diagram
Steckerzuordnung
connector assignment

Kabelspezifikation / Cable specification

OO

x1() ngmo
O

Datenleitung / Data cable
Kabelspezifikation: min. U,25mm2, paarig verseilt und geschirmt

Cable specification: min. O.25mm2, stranded in pairs and shielded

M12-Stecker Anschlussplan PN165-412

M12 plugs Connection diagram PN165-412

PROFIBUS / PROFIBUS

1 N.C. -

PROFIBUS_IN, griin

2 PROFIBUS, Data A
PROFIBUS_IN, green

Stift, M12x1, 5 polig 3
N.C. -

5 3
) Pin, M12x1, 5 pole
Pin 4 2
B-coded S . PROFIBUS_IN, rot

PROFIBUS, Data B

1 PROFIBUS_IN, red
5 N.C. -
Gewinde Schirmung
Thread Shielding

fur Terminierung

1 +5V L
for termination

PROFIBUS_OUT, griin

2 PROFIBUS, Data A
PROFIBUS OUT, green

Buchse, M12x1, 5 polig 3

Pout

Socket, M12x1, 5 pole
B-coded

3 GND

far Terminierung
for termination

4 PROFIBUS, Data B

PROFIBUS_OUT, rot
PROFIBUS_OUT, red

5 N.C. -
Gewinde Schirmung
Thread Shielding
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